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Chapter 1: Introduction to PHC-Hub

PHC-Hub is a platform that facilitates the integration of HL7 message processing into the
IWeb and WIR Immunization Information Systems. It will receive inbound HL7
messages, extract and validate the data, translate coded values and participate in the
process of updating the host system's application database with patient and immunization
data.

In addition to supporting the standard inbound unsolicited HL7 message transaction,
PHC-Hub also supports a reciprocal batch interface where new patient immunization
activity that may be unknown to the provider is returned using the original inbound
connection. PHC-Hub supports HL7 inbound query requests for patient immunization
history. Both 2.3.1 and 2.5.1 formats are supported. PHC-Hub supports quality reporting
and extensive customization of the field level message validation process.

PHC-Hub is divided into five major areas:

e Import - Controls how data for each interface is translated and verified before
being accepted into the immunization registry, as well as controls incoming
queries.

e Export - Controls how and when data is exported from the immunization registry.

e Test - Allows vendors and EHR users to test HL7 messages in a controlled
environment.

e Reports - Enables the immunization registry staff and EHR users to run and/or
schedule reports to aid in monitoring data imported and in the data quality review.

e Project - Allows immunization registry staff and other connecting entities to
organize and track interface progress.

The rest of the PHC-Hub introduction is specific to the particular 1S product that PHC-
Hub is integrated with. Separate chapters are provided for each. Beyond the separate
introduction chapters, any 1S specific information is identified as such in the single,
common guide.

1
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Chapter 1A: Introduction to PHC-Hub - IWeb

PHC-Hub and IWeb Integration

PHC-Hub is directly integrated into IWeb and replaces the legacy HL7 interface currently
available in IWeb. Both interfaces may be run concurrently but all providers are
encouraged to use the new interface as it offers the next generation of interface and data
quality support.

PHC-Hub is an adaptor for IWeb and is the public facing application, but the business
logic is defined and managed by IWeb. For the purpose of this document the term IWeb
is used to denote functionality that is specific to IWeb and supported by PHC-Hub. PHC-
Hub is used for functionality that is handled by IWeb and specific to any PHC-Hub
installation. PHC-Hub is built to work with other immunization registry applications and
will support similar functions, if supported by the immunization registry. This chapter
assumes that PHC-Hub has been installed to connect to IWeb.

PHC-Hub manages the external HL7 interfaces and works to ensure that all incoming
data passes strict data quality checks before being sent to IWeb for processing. PHC-Hub
has several functions that can help integration uses:

e EHR Vendor testing tools to view and review test HL7 messages.

« Profile manager to allow configuration on a per interface basis.

« Data mapping function to map incoming codes to the correct HL7 values.

« Data quality system that can be customized to watch for specific data quality
levels expected for each interface.

e Processing and data quality reports and logs to assist in interface management and
trouble shooting.

IWeb Registry

IWeb is a population-based immunization registry that helps public health agencies and
vaccine providers make informed decisions that improve the health of children and the
entire community. IWeb is a web-based product which is used by public health officials,
public health employees, and private providers by enabling:

« Vaccinators to view a child's complete vaccination record, thus preventing over
and under vaccination.

« Health officials to measure and improve vaccination rates by providing a big
picture through various reports.

« Health officials to send mailings to remind parents of needed vaccinations.

e School nurses to review student vaccination records.

2
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Public and Private Data

To encourage participation and ensure privacy, IWeb differentiates between public and
private data. Changes to public data are visible to all IWeb users while changes to private
data are only visible to users associated within the same logical entity called an
Organization. An Organization is a collection of one or more facilities that constitute a
single owning entity, normally a single clinic but sometimes several clinics together.

For example; if Johnny is first given a vaccination by Clinic A and then by Clinic B,
Clinic A will still have the original address Johnny gave them and not the new address he
gave to Clinic B; however, if Johnny returns to Clinic A for another vaccination, Clinic A
will see the vaccination that was given at Clinic B.

IWeb also tracks the patient's medical home by assigning the last facility to update a
patient's record as the current owner of the record. Patient ownership primarily impacts
IWeb vaccination reports.

Patient Identification

IWeb uses two IDs to identify patients, its own internal SIIS ID, and the externally
defined ID normally referred to as the Medical Record Number (aka Chart Number or
Patient 1d), which must be unique for a given Organization. A patient in IWeb has one
SIIS ID and one or more Chart Numbers, one for every Organization entity for the
patient's association. If no Medical Record Number is defined, it defaults to the 1D
"SIISCLIENT+SHIS ID."

Patient Matching (Deduplication)

IWeb employs a sophisticated algorithm to identify and merge duplicate patient records.
The process is called deduplication which results in one of three actions for a new record:

e The new record is a good match for exactly one patient record in the registry and
the two records are automatically merged together.

e The new record is not a good match for any patient records in the registry and will
automatically be added as a new patient record.

e The new record is a possible match with one or more patient records and must be
reviewed by an IWeb administrator before it can be merged with any patient
record.

Most IWeb administrators run deduplication nightly, which in these cases means that
these updates will not be visible in IWeb until the next day. Also, records marked for
manual review by IWeb administrators will not be available until reviewed, which may
take several days. PHC-Hub acknowledges all incoming messages by default. This

3
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acknowledgement indicates that PHC-Hub has taken responsibility for the message but
does not indicate that the message has been processed and merged into IWeb.

Automatic Deduplication

PHC-Hub can request that certain incoming HL7 messages be deduplicated immediately,
so that IWeb users will not have to wait until the next day to see patient information
imported. This feature comes with some limitations:

« Most patients are accepted immediately but some have to be reviewed by registry
staff to determine a proper registry match. Depending on the registry
deduplication work queue, this may take several days. The "sending™ systems can
reduce the number of records that are affected by ensuring that complete patient
records are sent. The more complete a patient-record's demographics are, the
more likely it is to be confidently matched to other records.

e IWeb runs the primary deduplication process every night which may take several
hours. Automatic deduplication requests that are sent during off hours are queued
to run after the nightly process. This delay is particularly noticeable after IWeb
upgrades when the night process must run for long periods of time (sometimes all
night) to apply new changes to patient records.

User Role Access/Permission

Following is additional information about the interaction between IWeb user roles and
PHC-Hub permissions.

Access Level

! Requires "PHC-Hub Access” permission.

* Requires “System Administrator” permission.

! Requires "Project Tracker Access” permission

* Requires “Upload HL7 Access” permission,

£ Requires "PHC-Hub Run Web Service Export” permission.

¢ Review access is imited to the data/reports appropriate to the access level and the provider(s) the logged-in user s
associated with.

Task Definitions:

Login - User can log into PHC-Hub's user Interface (UI).

Admin - User can modify application and profile settings as well as perform other administrative tasks,
Projects - User can use the Project Tracker functionality within PHC-Hub,

Import ~ User can submit HL7 updates (VXU's).

Test - User can use PHC-Hub's built-in HL7 testing/troubleshooting tools,

Review - User can review Incoming messages and their associated validation results,

WS Export - User can use PHC-Hub's patient demographic expart web service.

4
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There are two basic permission checks that are performed in PHC-Hub:

o The firstis a login source check that determines whether you can access the
application the way you are trying to (HL7 Realtime, IWeb Linkover,
Webservice, or Web Interface).

An example of this is a Facility Client user with Upload HL7 Access will be able
to submit HL7 messages via the Realtime Interface, but will not be able to login
to the application through the Web Interface. Conversely, a Registry Client user
may login through the Web Interface, but may not submit messages through the
HL7 Realtime Server unless they have been granted that permission in IWeb.
Note: If a user attempts to login without this permission, a message will appear
indicating, “Access Denied.”

e The second is a determination of allowed modes or roles which drive the rest of
the behavior primarily for users that logged in via the Web Interface and IWeb
Linkover. These checks happen via a central mechanism in "Permission.java" due
to each page identifying itself as having a "Permissionld™ with "Permission
objects" constructed to grant access to these Ids based on an array of modes.

Example: An Organization Client user may log into the application through the
Web Interface, but may not create new Import Profiles or administer the
application because they are not granted the administrator mode in PHC-Hub at
this time. A Registry Client user will be able to login via the Web Interface,
administer the application settings and create Import/Export Profiles, but will not
be able to access the Interface Status Manager unless they have been granted the
Project Tracker permission in IWeb. Note: If a user attempts to access the
application without logging in, i.e., copies/pastes a URL to a PHC-Hub web page,
the "PHC-Hub" login screen appears with an error stating, "Unable to display this
page, you are not currently logged in."

5
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Chapter 1B: Introduction to PHC-Hub - WIR

PHC-Hub and WIR Integration

PHC-Hub is integrated with the WIR Immunization Information System (11S) in several
ways. When HL7 messages are received and validated, the patient and immunization
content is stored in a set of "staging" tables in the WIR database. The WIR HL?7 interface
daemon (called ADIM) continuously polls the stage tables for new activity and performs
the rest of the processing to deduplicate the incoming data and to merge it into the
existing IIS patient population.

PHC-Hub references the WIR database to perform field level validation and translation
on coded fields from inbound HL7 messages. Inbound HL7 query requests will search the
WIR database for qualifying patients and immunization data to include in the response.
Users, organizations and facilities are all defined in the WIR IS for use in PHC-Hub.

User Role Access/Permission

PHC-Hub limits access to available functions by choosing whether to display or not
display specific menu items. Non-menu based functionality like inbound HL7 message
authentication is also supported. Each function is associated with a "mode". PHC-Hub
supports the following modes:

PROFILE_ADMINISTRATOR_MODE - can create & edit import/export profiles
SYSTEM_ADMINISTRATOR_MODE - can see and edit app. Settings
IMPORT_MODE - if user is allowed. Coupled with EXPORT_MODE.
EXPORT_MODE - if user is allowed. Coupled with IMPORT_MODE.
PROJECTS_MODE - just enables project tracker

TEST_MODE - anyone

GENERAL_MODE - anyone

REVIEW_MODE - any Ul user select import profile and look at errors read only
for import profiles

| WIR Role [ PHC-Hub Mode
IPHC-HUB ORG LEVEL PERMISSION |GENERAL_MODE

| ITEST_MODE

| IREVIEW_MODE

PHC-HUB REGISTRY LEVEL
PERMISSION

| ITEST_MODE |
| IREVIEW_MODE |

GENERAL_MODE

6
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| WIR Role | PHC-Hub Mode |
| |IPROFILE_ADMINISTRATOR_MODE |
IPHC-HUB SITE LEVEL PERMISSION |GENERAL_MODE |
|
|

| ITEST_MODE
| IREVIEW_MODE

PHC-HUB REGISTRY &
PROJECT_TRACKER_ACCESS

PHC-HUB UPLOAD_HL7_ACCESS
PERMISSION

PROJECTS_MODE

IMPORT_MODE

[EXPORT_MODE |

PHC-HUB ADMINISTRATOR
PERMISSION

IPHC-HUB REG_AND_UPLOAD |IGENERAL_MODE |
| ITEST_MODE |
| |REVIEW_MODE |
| IPROFILE_ADMINISTRATOR_MODE |
| IIMPORT_MODE |
| IEXPORT_MODE |
IPHC-HUB ALL_IN_ONE |IGENERAL_MODE |
| ITEST_MODE |
| |
| |
| |
| |
| |
| |

SYSTEM_ADMINISTRATOR_MODE

|REVIEW_MODE
IPROFILE_ADMINISTRATOR_MODE
IMPORT_MODE

IEXPORT_MODE

IPROJECTS_MODE
|SYSTEM_ADMINISTRATOR_MODE

The logic to verify that the user is associated with a single organization only happens if
the role that the user is associated with contains the IMPORT_MODE. This currently
includes the following roles:

1. PHC-HUB UPLOAD_HL7_ACCESS PERMISSION
2. PHC-HUB REG_AND_UPLOAD
3. PHC-HUB ALL_IN_ONE

7
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Special consideration for roles associated with IMPORT_MODE

When an HL7 message is received by the PHC-Hub inbound interface servlet, the
application must first authenticate that the message came from a valid source and must
determine which profile to associate the message to. Each message is sent with a
username and password in the HTTP transaction. PHC-Hub looks to see what imMTrax
organization the user is associated with and then knows what profile to use. In order for
this strategy to work, the users that are assigned to inbound HL7 interfaces must be
associated with a single organization in imMTrax. If this is not the case, the message will
be rejected.

Reciprocal batch processing in WIR

Reciprocal batch is an interface function that works in conjunction with the inbound
unsolicited HL7 interface in PHC-Hub. Its purpose is to identify, format and send HL7
messages for new patient immunization activity back to the remote provider system over
the same HTTP(S) connection that was used to receive incoming messages.

One requirement for WIR reciprocal batch processing is to maintain a separate set of
demographics representing the data received from the remote provider system. When
HL7 messages are formatted for return to the provider, the demographics from received
messages are used instead of demographics from WIR. When the inbound interface
profile is linked to an export profile via the "Reciprocal Update™ parameter, then all
inbound demographics are saved to a separate table in WIR as part of inbound
processing. If the export profile parameter "Send name, gender, dob from reserve record"
is checked, then all outbound HL7 messages will be populated using these saved
demographics instead of the normal patient demographics maintained in WIR.

The reciprocal batch process can be triggered based on demand or on schedule. The on
demand function requests a start and stop date. The schedule function must identify new
activity that has occurred since the last time the scheduled function ran. Only patients
with a relationship to the organization associated with the export profile are considered
for the reciprocal batch. If the "last_updated_date™ value associated with an
immunization is later than the date/time of the previous reciprocal batch run then that
immunization will be included.

8
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Chapter 2: Installation for PHC-Hub and the 11S

Installation Instructions - TOMCAT

Install PHC-Hub Database - TC

Please refer to the readme.txt file for database installation instructions. If you
received a compressed (zipped) directory of database install files, the file will be
in the install directory; otherwise, it will be located in the db/install directory.

Install PHC-Hub Web Application - TC

1. Ensure that an oracle ojdbc driver is available to your servlet
container environment classpath (eg. tomcat-install-
directory/lib/ojdbcé.jar).

2. Deploy the .war file to the "webapps" directory in your tomcat
installation.

3. Edit the db.properties file located at webapps/PHC-Hub/WEB-
INF/classes according to your database configuration.

Installation Instructions - WEBLOGIC

Install PHC-Hub Database - WL

1. Navigate to <phc-hub project>/db/Install
2. Modify the install.bat file found in the directory.
3. You will need to modify the database SID in the install.bat file to
reference your database SID.
4. In the example below, the first line is the existing statement, the
second line is a modified statement:
1. For a new database named 'PHCHUB' with an initial
password of ' MANAGER'
2. current statement:

sglplus SYSTEM/MANAGER@ [CPWEB] @createUser.sqgl
CPWEB THUB.DBF CPWEB THUB TEMP.DBF

3. modified statement:

sglplus SYSTEM/MANAGER@PHCHUB (@createUser.sqgl
CPWEB THUB.DBF CPWEB THUB TEMP.DBF

9
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Update PHC-Hub Database

1. After the install is complete, navigate to <phc-hub
project>/Patches/patch_v4
2. Modify the patch.bat file found in this directory so the SID
matches your database SID.
3. In the example below, the first line is the existing statement, the
second line is a modified statement:
1. For a new database named 'PHCHUB':
2. current statement:

sglplus cpweb/cpweb@[CPWEB] @patch41110.sqgl

3. modified statement:
sqglplus cpweb/cpweb@PHCHUB @patch41110.sqgl

Change all occurrences of TCPWEB]' with 'PHCHUB'.
Run the patch.bat file.
After the update is complete, the database version can be viewed
by running the following statement in sqlplus:
1. Login to sqlplus as the cpweb user.
2. SQL> set linesize 120;

3. SQL> select * from CP_SW VERSION order by
insert stamp;

o ok~

Note - you can also find the same instruction in <phc-
hubproject>/Patches/patch_v4/patch_notes.txt file

Install PHC-Hub Web Application - WL

1. Login to WebLogic console with user credentials:
http:/<hostname>:7001/console/

2. Creating DataSource in WebLogic Server

1. Select the Lock & Edit button

2. Select “Services “ from (left menu) -> Data Sources

3. Select “New” button to create a new JNDI datasource ->

Generic Data Source
4. Enter the following details:
1. Note - We need to set up two JNDI name for WIR

“jdbc/wirDB” and PHC-Hub “jdbc/cpwebDB”.
We should maintain the same JNDI name as used
by the PHC-Hub application.
Names : <enter any relevant name>
JNDI Name: “jdbc/wirDB”
4. Database type: Oracle

wmn
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o

9.

10.

Click Next button
Select default database driver -> next button

In the “Create a new JDBC Data Source” -> enter the
database name, server name, port (1521) ,Username and
password

Once the datasource is created, select the “Targets” ->
check the “Admin Server”

Select Activate changes

Follow the same steps to create JNDI name for PHC-
Hub “jdbc/cpwebDB”

3. Disable wrapping for each JDBC data source

1.

2.

3.

ok~

~

If you have not already done so, in the Change Center of
the Administration Console, click Lock & Edit.

In the Domain Structure tree, expand Services, then
select Data Sources

On the Summary of Data Sources page, click the data
source name for example “jdbc/wirDB”

Select the Configuration: Connection Pool tab.

Scroll down and click Advanced to show the advanced
connection pool options.

In Wrap Data Types, deselect the checkbox to disable
wrapping.

Click Save.

To activate these changes, in the Change Center of the
Administration Console, click Activate Changes.

Note - This change does not take effect immediately - it
requires the server be restarted

4. Restart the WebLogic server

Deploy a new phchub.war

1. Deploy phchub.war on weblogic server

NoogkrwbdPE

Select “Lock and Edit”

Select "Deployments” -> Hit Install button

Give the location of phchub.war file in "Path"

Hit "Next" button

Select the default options and select "Finish" button
Select phchub -> start-> servicing all request
Select phchub -> Activate all changes

2. Access phchub application
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1. Login to Oracle Fusion Middleware Control:
http://<hostname>:7001/em/

2. Expand Application Deployments -> Internal Applications
-> select link phchub

3. In the Entry Points -> Web modules -> you will find the
URL for PHC-Hub: http://<hostname>:7001/phchub/

Edit Configuration File in the Web Application (for IWeb)
Edit web/WEB-INF/classes/db.properties
Note: The user and password parameters may be case-sensitive.

1. For the line that starts with siis.url:

o Set HOST to be your machine name/IP address/localhost (if the database
IS on same machine as tomcat will be running on.)
o Set SID to be the SID for your SIIS databases

2. The cp.url is the same if you are installing CP tables in the SIIS database.

Otherwise, alter the value appropriately for the new CP database.

The siis.user is the user id that IWeb uses to access SIIS (usually pci.)

4. The cp.user is the same as the siis.user if the CP tables are in the SIIS database.
Otherwise, alter according to createUser.sql script (usually cpuser) or local
definition.

5. The siis.password will be the password that IWeb uses to access SIIS (usually
admin.)

6. The cp.password will be the same as the siis.password if the CP tables are in SIIS
database. Otherwise, alter it according to createUser.sql script (usually cpadmin)
or local definition.

.

Edit Configuration File in the Web Application (for WIR)
Edit web/WEB-INF/classes/db.properties
Note: The user and password parameters may be case-sensitive.

1. For the line that starts with wir.url:
o Set HOST to be your machine name/IP address/localhost (if the database
is on same machine as tomcat will be running on.)
o Set SID to be the SID for your WIR database
2. The cp.url is the same if you are installing CP tables in the WIR database.
Otherwise, alter the value appropriately for the new CP database.
3. The wir.user is the user id that WIR uses to access the database (usually
wir_owner.)

12
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Alter according to createUser.sql script (usually cpuser) or local definition.

The wir.password will be the password that WIR uses to access the database
(usually wo42wo.)

6. The cp.password will be the same as the wir.password if the CP tables are in WIR
database. Otherwise, alter it according to createUser.sql script (usually cpadmin)
or local definition.

ok~

(The integration between the I1S and the PHC-hub Project Tracker described below only
exists for the IWeb product.)

Configure IWeb Link to PHC-Hub

1. Log into IWeb as a user who has the Registry Settings permission.

2. Navigate to Administration -> Properties -> Registry Settings.

3. Set the "Project Tracker Root URL" (this should contain the externally accessible
URL to the PHC-Hub root - the URL that is accessible to users connecting from
the Internet).

Configure PHC-Hub Link to IWeb

1. Log into PHC-Hub as a Registry Client user.

2. Navigate to the App Settings option under the MAIN menu.

3. Set the "Registry Base URL" (this should contain the internally accessible URL to
the IWeb root - the URL that is accessible from the PHC-Hub application server).

Applications Settings in the Web Interface

The applications settings page can now be restricted for all users with the link hidden
from the user interface if the new database key is set. All application settings
functionality previously configured from this page can now be altered using a database
update statement by someone with direct access to the CPWEB database.

1. Navigate to the cp_keys table in the CPWEB database.

2. Set the "Application Settings Display" option to either Y to display the Apps
Settings (default) or null to hide the Apps Settings in PHC-Hub.

3. Execute the following in sqglplus to hide the Apps Settings: UPDATE CP_KEYS
CK SET CK.VALUE=NULL WHERE CK.ID="APPLICATION' AND
CK.KEY="application.settings.display’;
commit;

4. Restart the tomcat for the changes to update in PHC-Hub.

13
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Chapter 3: Interface Specification - Message Transport

There are several methods used to transfer HL7 data. PHC-Hub supports multiple
methods of message transport, all of which move the data to the common data processing
interface. For this reason, all of the methods discussed below will have the same result as
any of the others. While PHC-Hub may support many different methods, immunization
registry or network policy may limit which of these methods are available for use by
immunization providers. Please discuss with the immunization registry program to
determine which methods are available.

HTTP Upload Interface

PHC-Hub allows users to log in directly and upload a data file using their web browser.
This type of transfer is useful during testing and initial data loads, but because it is not
automated it is not preferred for regular data submission. The following steps must be
taken to load a file:

1. Login to PHC-Hub with your assigned ID.

2. Select the appropriate Import Profile.

3. Select File Upload from the appropriate Import Profile on the menu.

4. Select Browse and select the file on your local system. Click Upload Now.

5. As the data is being processed a message will appear on the menu on the left
saying "Processing... {filename}."

6. Select View Batch File Processing Results to see details of how the processing is

going. This page is updated as records are processed and will only show partial
results until all of the records are processed. The page can be refreshed until the
processing is complete. The actual HL7 or flat-file response is shown on the
screen.

HTTP POST Interface

PHC-Hub receives HL7 messages using a protocol defined in the document titled,
"Transport of Immunization HL7 Transaction over the Internet Using Secure HTTP
version 1.0" written by the HL7 Immunization Registry Task Force (Rockmore, Yeatts,
and Davidson). It describes the following: sending an HL7 message, a username, a
password, and a facility ID in an HTTP POST transaction and receiving an HL7 message
as a response.

For an external system to connect to the immunization registry it must have two things:
e A connection to the Internet so that it can "see" the registry's web interface.
e The ability to send HL7 immunization messages using HTTPS.

14
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Request Encoding

When the sending application sends PHC-Hub an HL7 message via an HTTPS POST
command, it must have the following fields:

e USERID - Assigned by the PHC-Hub administrator
e PASSWORD - Assigned by the PHC-Hub administrator
e MESSAGEDATA - The HL7 message(s).

HL7 messages may be one at a time (one for every HTTPS request) or together as a
batch. Batched messages do not have to have any special separators or wrappers, but the
standard HL7 batch protocol may be used. The batch is formatted as follows:

[FHS] { [BHS] { [MSH] .. ]} [BTS]} [FTS]
Response Encoding

PHC-Hub returns responses by default. Requests with multiple messages can have
multiple responses, one for each request message. Whether responses are returned
depends on how the account is configured. The response configurations available are:

o Always - Send back responses for all messages received.

e Never - Do not send back any responses.

e On Error - Send back responses only for those messages that have errors and are
not accepted.

o Determined by Message - Incoming request message indicates in the MSH
segment determines the response configuration to "Always, "Never", or "Only on
Error."

Responses from the HL7 interface are always in HL7 format. HL7 response can indicate
any one of the following things:

o Authentication error - the HL7 user making the request is not allowed to
because username and password are incorrect or account does not have
permission to accept HL7.

e Message parsing error - the HL7 parser is unable to read the incoming message
because it does not conform to HL7 standards.

e Message content error - PHC-Hub cannot accept the data because of missing or
incorrect information (i.e., message does not indicate patient's last name).

o Maessage processing exception - PHC-Hub cannot process the message because
of an unexpected problem.

o Message accepted - PHC-Hub has accepted the data and is either holding it for
review or submitting it to the I1S for processing.

e Response to query - The IIS responds to query with query results.

15
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TCP/IP Interface

PHC-Hub does support an incoming TCP/IP connection supporting the Minimum Lower
Level Protocol defined by HL7; however, this interface is not secure and is normally not
available beyond the local network that PHC-Hub is located on. If needed, PHC-Hub can
be configured to listen on one or more ports for incoming data.

Local File Interface

PHC-Hub does support polling a local directory for files to upload. This functionality is
only useful to the PHC-Hub operators as it can only examine directories on the server of
which PHC-Hub is located on. This file interface cannot be used to read files from remote
systems such as those located at immunization provider practices.

You may test this interface by entering the following field data into the Realtime
Interface Test Form:

USERID - type the HL7 Account username.

PASSWORD - type the correct password.

FACILITY - skip this field, leave it blank.

MESSAGEDATA - paste the HL7 message, replace the test one that is already
there.

After entering the above field data, click the SUBMIT button. The next page will include
your result in plain HL7 format.

16
- ADVANCING POPULATION HEALTH OUTCOMES THROUGH INFORMATION TECHNOLOGY




Chapter 4: Interface Specification — si T“g
Message Format

Chapter 4: Interface Specification - Message Format

PHC-Hub is built to accept messages in HL7 version 2 format, but supports alternate
formats which follow the structure and business rules of immunization HL7 messages.
PHC-Hub translates data from the message into an internal data structure that is modeled
after the HL7 messages. Data from other formats, such as flat-file are translated to the
internal data representation. Further processing on the data is performed on the internal
model and is not HL7 specific.

Messages Accepted

PHC-Hub will accept the following HL7 messages:

| Message || Description |
VXU |Patient Vaccination Record Unsolicited |
VXQ or QBP c?aligri);]fgkia_getr;t%/;iﬁr;giicc))rndlllmmunization History Record. Uses the

IDFT"P03 |Post Detail Financial |
IADT |IAdmission/Discharge/Transfer |
IORU |Unsolicited Observation Result |

PHC-Hub may reply to a VXQ with one of the following HL7 messages:

IMessage|| Description |

Response to Vaccination Query returning multiple PID matches. Indicates several
possible matches - No medical data returned.

IVXR  ||Response to Vaccination Query returning the vaccination record. |

Query General Acknowledgment - no matching records. Receiving registry was
not able to match patient.

ACK |(|General Acknowledgment. Receiving registry was able to receive the message,
but can indicate errors.

VXX

QCK

PHC-Hub may reply to a (v2.5.1) QBP with the following HL7 message(s):

IMessage|| Description |
RSP

Query Response with an RSP message is returned with a profile indicating that
querying systems should utilize to determine If:

« ahigh-confidence match was obtained,

« one or more low-confidence matches are returned in a list, or

« no results could be found for the patient vaccination record.

17
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Messages Sent
PHC-Hub may send the following HL7 message(s):

IMessage| Description |
VXU ||Unsolicited vaccination record update|

Patient Record (VXU, DFT, ADT)

The patient record update messages should only be sent to PHC-Hub when at least one of
the following conditions applies:
e When the sending system's organization has just provided some type of service
for the patient.
« When the patient's vaccination record has changed.
o When the sending system wishes to send patient records as part of an initial data
load. This should be coordinated with registry staff to process this correctly
without changing ownership.

The sending system should not send their entire patient population each time it wants to
update the registry. This causes the registry to change the patient's medical home when it
wrongly assumes that the sending entity has recently provided services for the patient.

Patient Identifiers

PHC-Hub looks in the Patient Identifier list (P1D-3) field for two key patient IDs to

identify a patient:
e The ID the remote application uses to uniquely identify the patient. This field is
required.

o The ID that the IIS uses to identify the patient. Since most systems do not store
this ID, it is not normally sent. This ID is optional.

By default when receiving the 11S's ID, it is labeled as "SR" for State Registry ID and the
remote application's ID as "MR" for Medical Record Number. When sending, the I1S
places the role of an external medical system and treats the other system as a state
registry.

Patient Vaccination Record (VXU)

The VXU message contains one patient record (PID segment) and the patient's
vaccination record. This is the preferred message for sending vaccination and patient
records, even when a patient has no vaccinations. PHC-Hub sends and prefers to receive
complete vaccination records, this way sending systems do not need to track which
vaccinations the 11S has and does not have.

18
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Post Detail Financial (DFT)

PHC-Hub supports the DFT message for billing systems that do not currently export
VXU messages. The DFT message includes patient demographic data and services
recently performed, which may include vaccinations.

Admit/Discharge/Transfer (ADT)

The ADT Message is normally used by hospitals to communicate patient demographic
information to various internal systems. The ADT message contains no vaccination
information. The following ADT trigger messages are accepted: A01, A02, A03, A04,
A05, A06, A07, A08, A09, A10, Al4, Al5, Al16, A28, and A31. Regardless of the
trigger, these messages have the same effect; they add or update a patient record in the
registry.

It is important to know that an ADT message is not required in order to register a patient
in the registry. A VXU message without immunizations is sufficient. The ADT is
accepted to allow hospital systems register patients using a standard ADT message.
Senders may choose to send ADT or VXU messages in order to register patients.

Observation Result (ORU)

The ORU message is a generic lab reporting message that is used by labs to report on the
status of lab work. PHC-Hub accepts lab messages for two different situations:
1. To receive lab data with lead test results.
2. To receive immunization data from the GE Centricity® EMR (Logician) via its
LabLink interface in LinkLogic.

Query for Patient Vaccination Query (VXQ/QBP)

The VXQ/QBP includes patient demographic data used by a registry to query another
registry for a patient's vaccination record. When the 1IS receives a query, it tries to match
the patient data sent with the patients in the registry and returns one of the following
query responses:

| Message | Description |

Query Response with Patient VVaccination
Record

IVXX(RSP) |Query Response with Multiple Matches |
IQCK |Query Acknowledgment (no match) |
IACK |/ Acknowledgment (indicates error) |

VXR(RSP)
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If the patient's Medical Record Number/State Registry ID, First Name, Last Name, and
Birth Date match exactly one patient, the patient's complete vacation record is returned in
a VXR(RSP) message; otherwise, the IIS tries to find as many patients that closely match
the given demographic data. If one or more are found, then a VXX(RSP) message
containing only patient demographic data is returned; otherwise, a QCK message is
returned which indicates no matches found.

A negative ACK message is sent when an error prevents the completion of the request.

The standard for immunization messages does not allow the sender (the system
originating the query) to specify how to do the patient query, but leaves it up to the
receiving system to make that decision. Instead, the sender gives all known information
about a particular patient and the receiving system must reply with exact or possible
matches according to its own criteria.

PHC-Hub finds matches as follows:

1. Search for a match by patient ID. If a match is found, return this patient.

o If the patient query is sent with an MPI ID, the patient is queried by this
ID and a shot record is returned.

o If the patient query is sent with the State Registry ID, the patient is queried
by this ID and if found, a complete record is returned.

o If the patient query is sent with the sender's Medical Record Number, the
patient is queried by this ID and if found, a complete record is returned.

2. If no match was found above in Step One, then the patient data is used to perform
the "Advanced Search™ which is a standard algorithm used by the main
deduplication process to find exact and possible matches. The following fields are
considered by the Advanced Search:

Patient Last, First, Middle Name

Patient Birth Date

Patient SSN - Patient Medicaid Number

Patient Birth Number

Guardian First Name - Guardian SSN - Mother's Maiden Name

Patient Address - Patient Phone

3. If no matches are found, the interface may be configured to run additional
searches such as "first initial, last name, birth date™ searches; however, only a few
of these additional searches are normally configured since the "Advanced Search”
is the best option. PHC-Hub allows the administrator to configure each interface
to have any set of optional queries included.

4. Once the matching has completed, the following applies:

o If one exact match is found, this is returned in a VXR(RSP) message,
which will include patient demographics and all immunizations.

o O O O O O
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o If one or more matches is found, but some matches are possible, then a
VXX(RSP) message is returned, which only includes the patient
demographics for the possible matches.

o If no match is found, then a QCK message is returned, to acknowledge the
query and report that no matches were found.

= The original CDC document specified that when there is one
patient record match, the VXR(RSP) is returned; and if there are
two or more found, then a VXX(RSP) is returned. This description
assumed that all single matches would be good matches. For
situations where there is only one match and it is not a good match,
the 1S returns a VXX(RSP).
5. If the sending system gets a response that indicates a multiple match, it may
display the demographic information and prompt the query user to choose one.
6. The sending system may then re-query with a message that includes the State
Registry ID sent in the first response; thus, ensuring an exact match on the second
query and a return of an immunization record.
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Chapter 5: Interface Specification - VFC and Lot
Tracking

Vaccines For Children (VFC) Tracking

IWeb and WIR can track VFC vaccinations administered and vaccine lot inventory for
providers. The following information is required to support this functionality:

« Vaccine Lot Number

« Vaccine Manufacturer

« VFC Status (of patient at time of vaccine administration)
-OR -
Vaccine Publicly Supplied? (Yes or No)

e In IWeb - Facility/Clinic ID (if the Organization includes multiple
Facility/Clinics)

e In WIR - Site ID (if the organization includes multiple sites)

VFC Status must be transmitted in an OBX segment. Here is an example of how this is
sent:

OBX|1|CE|64994-7"VACCINE FUNDING PROGRAM ELIGIBILITY CATEGORY"LN|1|
VO2"MEDICAID"HL70064 ||| |||F]]120150202] | |VXC40"ELIGIBILITY CAPTURED AT
THE IMMUNIZATION LEVEL"CDCPHINVS

For the IWeb integration, the HL7 interface (profile) must be configured to "Update
Registry Inventory" before submitting data. Currently configured lot numbers will be
decremented if they match the incoming vaccine code exactly. If the lot number is sent
with a typo or the VFC status is incorrect, then the correct lot number may not be
decremented and no error message will be displayed. It is important to correctly
configure the current lot numbers and to transmit the vaccines given without typos. In
addition, since lot numbers may be tracked separately for each facility, the facility MUST
be designated if lot numbers are defined by facility.

For the WIR integration, the parameter that turns vaccine lot decrementing on or off is in
WIR as part of site maintenance. Although coded fields must also match exactly with
WIR, the validation step (in WIR) will report errors.
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Chapter 6: Interface Specification - HL7 Gateway

The HL7 Gateway is an optional adaptor that helps external systems connect to PHC-
Hub. It is installed on the sender system (remote from PHC-Hub). It is not required in
order to initiate a real-time interface but will enable systems who currently save data to
local files or who use MLLP (HL7 Minimum Lower Level Protocol aka TCP/IP) to send
data in a real-time fashion using the required HTTP-based transport protocol.

HL7 Gateway Behavior

When installed on a sending system, the HL7 Gateway listens for an incoming HL7
message and immediately forwards it to the PHC-Hub inbound interface servlet using the
HTTP-based protocol. After processing the message, PHC-Hub responds with an
acknowledgment message which the Gateway will forward back to the originating system
over the original connection. If the Gateway encounters an error in this process, it
immediately returns a negative acknowledgment message (NAK) back to the originating
system.

For more information, please see the documentation distributed with the HL7 Gateway
software.
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Chapter 7: PHC-Hub Application Overview

Listed below is an overview of each application menu and options; however each menu
will be completely described and illustrated in a separate chapter. For additional
information, please refer to the chapter title associated with the menu option.

Main Menu

The Main Menu contains options to perform the following:
o Displays the "Home" page
e Login and Logout of the Application
o Set the Application Settings - this option needs to be setup before using any of
the application elements. The applications settings option will not display if the
link was hidden as described in Chapter 2: Installation.

Please refer to Chapter 8, PHC-Hub Main Menu for details.

Import Profiles Menu

All data is imported under a profile which defines the format and processing settings for
the data for a specific interface. Every immunization provider has at least one import
profile, and some providers may have multiple profiles for each system they integrate.
Each profile has some basic attributes which are detailed in Chapter 9. After creating an
import profile, additional menu options appear. The options are:

e User Profile Link - Provides an interface for assigning a default import profile
when the profile ID is not supplied in the HTTPS Post parameters.

e Create New Profile - Allows creation of an Import Profile.

o Select Import Profile - Allows selection of an Import Profile.

o Profile & Batches - Shows a summary of the profile, displays the import batches
log (a list of batches that have been created and imported previously), and a
button to edit the profile, export the profile to XML, and print the import batches
log.

o Code Values - Certain message data fields are expected to contain coded values,
which are values that are defined by a standard code table. Examples of coded
values include CVX code, provider ID, Physician 1D, Anatomical Route, Race,
etc. Code values are organized into tables.

« Realtime Interface - A simple web page for manually submitting one or more
messages. It is also the same URL that is used for HTTPS Post submissions.

o File Upload - Allows for simple manual uploads. After uploading, select "View
Batch File Processing Results" to see the response message. Processing is
complete when the last line of the output indicates "Processing completed ...".
Refreshing the page will show updated results. Once data is loaded, the batch
results can be seen under Profile & Batches.
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Please refer to Chapter 9, Import Profiles Menu for details.

Export Profiles Menu

For data to be exported out of the immunization registry, it is necessary to create an
export profile. The export profile defines what data should be exported and how it should
be formatted. Exports can be requested immediately or scheduled for a later date. Each
profile has some common basic attributes which are detailed in Chapter 10. After creating
an Export Profile, additional menu options appear. The options are:

o Create New Profile - Allows creation of an Export Profile.

o Select Export Profile - Allows selection of an Export Profile.

o Profile & Batches - Shows a summary of the profile, a button to edit the profile,
and displays the export batches log (a list of batches that have been created and
exported previously).

o Code Values - Shows the code values that have been exported by past exports. It
allows for mapping to a user-defined value. In this way non-standard code sets
can be specified for export.

e Schedule for Later - Allows a profile to be exported on a regular basis after a
profile has been created.

e Export Download - Allows for custom downloading of data.

Please refer to Chapter 10, Export Profiles Menu for details.

Imports Menu

The Imports Menu contains utilities to help review data that has come into the system in
general through HL7 interfaces.
o Message Search - Search for messages across providers, users, or import profiles
by date and MRN.
o Review Errors and Warnings - Provides a simple interface for viewing errors
and warnings received.

Please refer to the Chapter 11, Imports Menu for details.

Reports Menu

The Reports Menu allows you to create/generate reports as well as view scheduled
reports.
e Stock Reports - There are 6 reports that may be run now or can be scheduled.
o Custom Reports - A tool to monitor providers' data imports. It allows an
administrator to easily monitor whether or not an interface is meeting certain
expectations (e.g. minimum number of messages, maximum number of errors,
etc)
e Show Scheduled Reports - Displays a list of reports that have been scheduled
and their current status.
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e Show Report Tasks - Displays a list of the Trial Patient Deduplication Report
and Trial Lot Matching Report that have been scheduled.

Please refer to the Chapter 12, Reports Menu for details.

Test Menu

The test area provides a sand box for HL7 developers to validate the format and content
of HL7 messages. There are two windows for HL7 testing. The first is when the HL7
interface is created, and the second is when a provider starts to send data. This testing
area has been designed for the first test window.

The Test Menu offers the following options:

o Message Constructor - Allows a user to build a message of a particular type.

e Quick View - The most widely used tool, takes a pasted HL7 message and breaks
it into its constituent segments and fields.

o Request Debug - Allows a test message to be processed through the STC HL7
API and displays the grammar and validation checks performed in line with
comments from the documentation.

e Transaction Handlers - Provides a view of the HL7 message structure which is
similar to the Request Debug except there is no test data to compare to.

o Code Tables - Displays the internal code table of the STC HL7 API that reflect
the standard code values as defined by HL7 and the CDC.

Please refer to Chapter 13, Test Menu for details.

Actions Menu

Actions are steps that need to be taken to move projects forward. This area allows quick
links to help project members to keep on top of tasks:
« Due Today: Action items that are scheduled to be started, reviewed, expected, or
completed today.
o Over Due: Action items that should have been completed, but have not yet been
addressed.
e Pending: Action items that will need to be completed at a later date.
o Complete: Actions that were completed in the past.

Please refer to Chapter 14, Actions Menu for details.

Projects Menu

A "project” represents all the steps needed to take a provider live. This includes initial
discovery steps all the way up to installing and maintaining the provider relationship with
the registry. Keeping track of projects is the single most important activity to speed up
the implementation of interfaces. All interface projects should be tracked using the
"Projects Menu." Typically there is one project for each interface or provider. The actual
division of activities into projects depends on how the efforts are organized.
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The Projects Menu offers the following options:
e New Project - Where a new project is created to keep track of the provider
information.
o Select Project - To select a project to work with.
e Project Details - To view the project details.
e Project Tracker Report - This report will display information in a PDF file for a
specified date range regarding activities and status of projects.

Please refer to Chapter 15, Projects Menu for details.

Contacts Menu

Contacts are people you need to work with in order to complete a project. Keeping track
of project contacts is crucial to success in integration projects.

The Contacts Menu offers the following options:
e New Contact - Provides the data fields for entering a New Contact.
e View Contacts - Displays a list of Project Contacts.

Please refer to Chapter 16, Contacts Menu for details.

Phases Menu

Phases represent how close a project is to completion. Phases include concepts like
"Discovery" or "Training™ and all refer to the overall status of a project. Projects are
organized into phases that describe where the project is at in the interface process.

Please refer to Chapter 17, Phases Menu for details.

Answers Menu

The Answers Menu provides the PHC-Hub User Guide which describes the PHC-Hub
Application.

Organizing Interface Projects
The Project Tracker is made up of the following PHC-Hub (menus) elements:

e Projects
o Contacts
e Actions
e Phases
In order to begin using Project Tracker effectively, you must perform these tasks:
1. Create a New Project (using the Projects Menu).
o A separate project is created for each provider or clinic you are working
with to bring them online with the state registry.
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2. Create a New Contact (using the Contacts Menu).
o Assign a contact for the project (using the Contacts-View Contacts
option).
3. Enter an Action for the Project (using the Project Menu - Details - Log Action
section).
o To mark an action as complete, check the checkbox.
o Toenter a new action, type it in the "Action Taken" section" and/or the
"Next Action" section.
4. View the number of Projects per Phase (using the Phases Menu.)
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Chapter 8: PHC-Hub Main Menu

Home

The "Home" page displays the starting point. Once you start the PHC-Hub application,
this is the screen you see.

Provider solect-

PHC Hub Passward

P oge
Home:
Login

Yud
STC

Login/Logout

To Login to the application, perform the following:

1. Click the PROVIDER drop-down and select the provider; press the TAB key.

2. Type your USER ID and press the TAB key.

3. Type your PASSWORD and click the LOGIN button. The "Login" option

switches to "Logout"” and the "Welcome" page appears.
o Note: If you type a correct User ID and Password, but a non-matching

Provider, an error message displays, "Unable to login, please select correct
provider.” If you type an incorrect username or password, but select a
matching provider, an error message displays, "We are sorry, the
username and password you entered were not recognized.” Make the
necessary corrections and continue to the next step.

4. Once the "Welcome" page appears, you can select the next menu/option.

LOGOED W: LROA TEST DATE: December 30. 2074
PROVIDER: SKAST PEDATRCS LLP

* Yickcome you are now ogged n

PHC-Hub

To Logout, click the LOGOUT option. The "Home" reappears.
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App Settings

The APP SETTINGS affect the PHC-Hub application and need to be setup prior to using
the other application elements. The applications settings option will not display if the link
was hidden as described in Chapter 2: Installation.

Application Settings

Upload Directory
Google Map APl Key ABQIAAAATEA22i97800JEwuhe LoAgBQACLIAW T1641 Zi0h(

From Email Address

From Email Friendly Name
Email Subject Line Prefix
SMTP Server URL

SMTP Server Port

SMTP Username

SMTP Password

SMTP Use Secure Connection

Bogus Names UNKNOWN NONE
Ignore Imports for Overaged Patients

Starting Age for Ignore 18

Daily Export Time (24 hour format) 04:00

Login Max Retries 100

Login Lockout Duration in Minutes 10

Registry Base URL

Reports Output Folder

PHC-Hub Internal Base URL
PHC-Hub External Base URL
Email Text

Enable Trusted network IP Address
Trusted network IP Address

VFC Eligibility State Program Code (V06) —select—- v

VFC Eligibility Private Insurance Code (V10)| -select- v

Note: Application Settings require an application restart for changes to take effect. | Save |

The fields are described in the table below.

| Field | Description |
Upload The local file directory where manually uploaded files should temporarily
Dliorector save while being processed. When the user uploads a file it is saved here,
y processed, and then deleted.
Gooale Ma The project portion of the application allows the user to see a map of
AP ?(e P where a contact is, if the geocode has been defined. This requires a
y Google obtained key to enable.
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| Field | Description |
From Email This is the email where detailed debug information should be sent.
Address Required for scheduled reports to run and email.

From Email

Friendly Name User friendly name used to identify who the email is from.

Email Subject

The subject line of email will begin with this.

Line Prefix

SMTP Server |[The SMTP server to connect in order to send the email. Required for
URL scheduled reports to run and email.

ﬁcl\)/lrt'I'P Server Optional. Port 25 is assumed if this setting is left blank.

SMTP Optional. If a username is given then SMTP password based
Username authentication will be used when communicating with the SMTP server.
SMTP The password that goes along with the SMTP Username above. This
Password setting is ignored if SMTP Username is blank.

SMTP Use

Secure Forces SMTP to use a secure connection.

Connection

Names that are considered to be invalid for all import interfaces. How

Bogus Names e invalid names are handled is profile specific.

Ignore Imports
for Over Aged ||[Enables ignoring patients over a certain age.

Patients
Starting Age for||Patients at this age or older will be ignored (not imported) if the option
Ignore "Ignore Imports for Over Aged Patients" is checked.
Daily Export
Time (24 hour || The time of day when the daily exports should be scheduled to start.
format)

The number of times a user can attempt to login before the account is
Login Max locked. This value is independent of the value set in IWeb but is only
Retries active for IWeb integration. The value is maintained in WIR for WIR

integration.

The amount of time until the user can attempt a login after becoming
locked out. This value is independent of the value set in IWeb but is only
active for IWeb integration. The value is maintained in WIR for WIR
integration.

The internal URL of the IIS (from the PHC-Hub server itself). This must
be set in order to enable certain functions (which differ between IWeb and
WIR integration).

Login Lockout
Duration in
Minutes

Registry Base
URL
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| Field | Description
Reports Output Location and name of the reports storage folder.
Folder

PHC-Hub Fully qualified URL including context path (e.g.

Internal Base
URL

http://192.168.56.1:8080/phchub) which is accessible from the server
PHC-Hub is running on (not necessarily the URL that users would type
into their browser). Required for scheduled reports to run and email.

PHC-Hub
External Base
URL

Optional. Fully qualified URL including context path (e.g.
https://example.com/phchub) that users would type into their browsers.
This setting is currently only used by the web services to set the soap
address location attribute. Normally the location is figured out
automatically by the incoming HTTP request, but that can fail when a
proxy server (usually IS or Apache) is running in between the user and
the servlet container (Tomcat or Weblogic). So if the WSDL gives an
invalid location normally use this setting to override it.

Insurance Code
(V10)

[Email Text  |Default text of the Email content.
Enable Trusted ||Enables whether or not the Network IP Address is a trusted source. If the
Network IP checkbox is checked, it indicates the Network IP Address is a trusted
Address source; unchecked indicates it is not trusted.
Trusted This field works with the "Enable Trusted Network IP Address" field and
Network IP )

is the actual Network IP Address.
Address
VFC Eligibility ||IWeb only. Maps V06 to the appropriate internal I1S eligibility code. Note
State Program |ithat the code mapped here, not V06, will display in the code table
Code (\VV06) received values.
I\D/rli:\%tihg'b'“ty IWeb only. Maps V10 to the appropriate internal I1S eligibility code. Note

that the code mapped here, not V10, will display in the code table
received values.
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Chapter 9: Import Profiles Menu

Import Profiles Menu

All data is imported under a profile which defines the format and processing settings for
the data for a specific interface. Every immunization provider has at least one import
profile, and some providers may have multiple profiles for each system they integrate.
Each profile has some common basic attributes:

o Name: The display name for the interface. This is the name that is displayed for
interface users and reporting.

« ID: Each profile extends from and inherits settings from a parent profile. Any
profile may be configured to be a template and thus, become the starting position
for new profiles.

o Type: Defines the basic structure of the data, for example: HL?7.

o Status: Enabled (receives data) and Disabled (does not receive data)

To receive data, the import profile must first be created, configured, and enabled. Import
profiles may be exported as XML. This allows the settings to be saved externally and
transferred to a new system. This may be used when moving from test to production with
an interface.

User Profile Link

The USER PROFILE LINK provides an interface for assigning a default import profile
when the import profile ID is not supplied in the HTTPS Post parameters. The selection
of import profile used is determined as follows:
o If an import profile ID is supplied in the POST it will trump all other
configurations.
e If no import profile ID is supplied in the POST but a user profile link exists for
that user, the mapped import profile ID will be used.
e If no import profile ID is supplied in the POST and there is no user profile link
that exists for that user:
o If the user is associated with an organization and that organization has at
least one import profile defined for it, the first one that was defined for the
organization, and it currently enabled, will be used.

In summary, the default organization import profile is the first import profile defined for
that organization. The default user import profile is either:

« The mapped import profile, or

e The enabled organization default import profile as a last resort.
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To link an organizational user to a import profile name, perform the following:
1. Click the USER PROFILE LINK option. The "User Import Profile™ screen

appears.
User Import Profile
UsarName Real Name | Import Profile
ADAM_IRMS ADAM EALICK Salact Import Frofile
JANET FC | JANET BALOG | Selact Impont Profile =

2. The UserName and Real Name are organizational users created in IWeb and
display upon entry for the selected organization.

3. Inthe IMPORT PROFILE field, click the drop-down menu arrow to view and
then select an import profile.

4. Click the SAVE button. A confirmation message appears at the top of the window
indicating, "User Import Profile Map Successfully Saved."

Create New Profile

To create a new import profile, perform the following:
1. Click the CREATE NEW PROFILE option. The "New Import Profile"” screen
appears.

New Import Profile

Name
Template || HLT Viersion 2
Import profile from XML | | Browse. | No fle selected

Cregle

2. Type a NAME (usually a name to match the sending system data) and press the
TAB key.

3. Click one of the buttons:

o The TEMPLATE drop-down menu arrow to select an existing import
profile as a template (normally HL7 Version 2), or

o The BROWSE button (on the Import Profile from XML row) to select a
previously exported import profile in XML format.

4. Click the CREATE button. The "Edit Import Profile" screen appears with several
sections. Each screen section will be described below. Once an import profile has
been created, more menu options appear. The menu options are:

o Select Import Profile: Switch to a different import profile. Used when
there are one or more profiles created.

o Profile & Batches: Shows a summary of the profile, a button to edit the
file, and a list of batches that have been created and imported previously.
To see more details on the batches, click the line for the import batch.

o Code Values: The code values show the values that have been imported
by past imports. While the export interface allows for mapping to a user-
defined value, this interface allows mapping only to a standard code set.
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o Realtime Interface: View realtime interface.
o File Upload: Manually upload import data for immediate processing.

General Settings

The first section is titled, "Edit Import Profile.” It contains the General Settings that were
initially entered during creation.

Edit Import Profile

Name Sample

Based On HL7 Version 2

Type HL7

Enabled

Template 0o

Log Level Verbose |Z|

Save Import Text Always El
Save Import Response | Always El
Return Responses Defined by message E
HLT Version 231 [+]

The fields are described in the table below:

| Field | Description |

This is the human readable description for this import profile. Often this is
named to match the system that will be sending the data. Pick a short name that
will make sense to the registry and provider staff. This field is limited to a 50
character maximum name.

Lists the name of the import profile that this one extends from. All settings on
Based On this parent import profile flow by default into this one. This was decided at the
time of the import profile creation and cannot be modified at this point.

All import profiles have a basic type. This controls how the data is parsed and

Name

Type handled. This was decided at the time of import profile creation and cannot be
modified at this point.
Enabled Indicates that this import profile can receive data. If not enabled, then the

incoming connection will not be accepted for this import profile.

Indicates that this import profile can be extended and become a parent to other
import profiles. Normally most import profiles are not templates; however, if
this is marked as a template, it will be listed as a import profile that can be
extended from when creating new import profiles.

Template Note: When a template is edited, it is cascading meaning any changes to a
template will affect existing interfaces derived from it, EXCLUDING changes
to settings that have been modified on the derived interface. If you ever need to
see how an import profile differs from its template, you can go to the
"Differences vs Template™ tab on the import profile configuration screen.
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| Field | Description |

Log Level The level of messages that should be saved for each message imported. The
recommended value is, Verbose.

o Verbose - All issue messages should be saved. (Recommended)

« Information - All informational, warning, and error issue messages are

saved.

o Warning - All warning and error issue messages are saved.

o Error - Error issue messages are saved.

o None - No messages are saved.

Indicates that the original message should be saved. The recommended value is,

Always.
Save Import e Never - Original message is not stored.
Text e Only when errors occur - Original message is only stored when the

message is rejected (erred).
o Always - Original message is always stored. (Recommended)

Indicates that the original response to the message should be saved. The
recommended value is, Always.
o Never - Original response to the message is not stored.
e Only when errors occur - Original response to the message is only stored
when the message is rejected (erred).
o Always - Original response to the message is always stored.
(Recommended)

Indicates whether a response will be returned for a message. Since most
messages result in an "Acknowledgment Message" being returned, this option
determines whether acknowledgments are returned or not. The default action is
determined by the value of MSH-16 in each message. This can be overridden
here, in which case it will apply to all messages received regardless of the value
in MSH-16. If MSH-16 does not specify an action, then the message is always
responded to.

o Defined by Incoming Message - Look at value in MSH-16 to determine
Return action taken. If blank or some other value, it will be treated as "Always
Responses Acknowledge."

o Always Acknowledge - Always send back response messages.
o Never Acknowledge - Never send back response messages.
e Only for Errors - Only send back responses when an error has occurred.

Save Import
Response

This option is particularly important to set properly when "Reciprocal Batch”
update is enabled. Sending systems who expect to get a batch update back may
not want to see any responses back. Turning off the responses here will stop that
from happening.

Allows you to set the outgoing version of the message to match the incoming
message version if it is a valid version and has not been configured for override.

HL7 Version
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Recognized HL7 Versions are as follows :

e 2.3.1-forVXQ (aquery for immunization history) and VXU messages
and a VXR/VXX/QAK message will be returned based on the outcome
of the query.

o« 24

e 2.5.1-for QBP messages, an RSP message will be returned with a
profile indicating that querying systems should utilize to determine
whether a high-confidence match was obtained, one or more low-
confidence matches are returned in a list, or that no results could be
found.

Note: To return a logical version based on the incoming message type and
version, leave this field unspecified.

Any other versions received will result in the system returning a logical value
based on the message type (2.3.1 for VXQ and VXU messages, and 2.5.1 for
QBP messages), unless overridden by the new HL7 Version configuration
option in the Import Profile Edit page described above.

Update Settings

Update Settings

Insert Unrecognized Vaccinations |

Procedure Code Classification l

Import Data Y| Patient ¥!Vaccine i
Assume Consented | ¥

Newborn Name Matcher |

Initial Merge Status N

Force Vaccinations Historical |

Pick-out Middle Initial from First Name 1

Deduplicate After Import | @

Accept if not older than [

Update Current Patients | ¥

Update Registry Inventory | ¥

Map Vaccination VFC Eligible from PV1-20 | @

Use Facility Id from HL7 v2.§ Location |
Varicella History-of-Disease Code | 921
Reciprocal Update l Not Enabled
Assume Guardian for Blank Relationship Code =

Insert patient as historical (non-owned) |

Alliow Unique Vaccination Id

Private Lot Number Matcher
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The fields are described in the table below:

| Field

Description

Insert
Unrecognized
\accinations

Determines if an unrecognized vaccination should be inserted into the registry.

Procedure Code
Classification

This option is unlikely to be used. It allows support for DFT messages to
identify immunization procedures.

To ensure patient and vaccination data are imported into the registry, both
options have to be checked. If neither box is checked, the message will import,

Import Data but the patient and vaccination information will not be imported into the
registry.
This option is to be used with registries that require consent before accepting
Assume : X . . ! )
Consented data. Selecting this option will set incoming messages as consented unless

otherwise indicated. This field should normally not be set.

Newborn Name

A reqgular expression that matches names that are placeholder names that the
sender uses for newborn babies who have not been named. If a value is placed

Matcher here and it matches, then the first name will be changed to "Newborn." This
helps to standardize newborn names.
This option is not applicable to IWeb installations. It is used in WIR integrated

Initial Merge systems to set the value of the Initial Merge Status column in the

Status hl7cp_stage_patient table. Rows containing this value have not completed the
2nd phase of processing by the WIR ADIM process.

Force " . -

L Vaccinations can be marked as historical or administered. Some systems do not
Vaccinations . . o . L
Historical properly do so. This option forces all vaccinations to be imported as historical.

Pick-out Middle
Initial from First
Name

Some systems enter the middle initial as part of the first name, for example:
Doe, John A. This option will assume that a single letter at the end of the name
is actually the patient's middle initial and move it to the middle name field if
the middle name field is empty.

Deduplicate after
import

Indicates whether or not incoming data should automatically be deduplicated.
All incoming data is eventually deduplicated, but this normally happens in the
evening after business hours. Checking this box will request that deduplication
be performed after the incoming data is received. (IWeb only). Deduplication
is controlled by WIR for a WIR implementation.

Note: This will not function properly unless the connection to IWeb has been
successfully configured according to Chapter 2, Configuring PHC-Hub Link to
IWeb.
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Field

Description

Accept if not
older than

If patients older than a certain age (for example 18) are NOT to be accepted
and the sending system sends them, this option may be used to ask PHC-Hub
to reject/ignore patient records that are too old. To enable this feature, enter a
cutoff age (in years) that is greater than 0. For example, if the value of 18 is
used, then all patients 19 years of age and older will not be accepted and all
patients O through 18 will be accepted.

Update current

By default this is checked and patient demographics are always updated. If not
checked, the interface checks first to see if a patient with the same MRN, has
already been submitted by this provider.

If so the patient update is skipped.

patients Vaccinations included with the message will be added to the record. Use this
option when old information is to be uploaded and the current demographics
are already in IWeb for some or all patients. This option will keep the current
patient records from being overwritten.

Update registry || This flag triggers the inventory tracking system to decrement the appropriate

inventory lot inventory. See Chapter 5, VFC and Lot Tracking.

Map Vaccination

VFC Eligible This option indicates that IWeb should look at the patient record to determine
from Patient the VFC status of the vaccination that is to be decremented in inventory.
Reserve

This option forces the usage of the HL7 v2.5.1 location for Facility 1d (RXA-
Use Facility ID  [|11.4 as opposed to RXA-11.1).
from HL7 v2.5 |Note: Submitting a message with both RXA-11.1 and RXA-11.4 populated
L ocation while this configuration is enabled results in the value in RXA-11.1 being

ignored and the Facility Id being pulled from RXA-11.4 instead.

Varicella history-
of-disease code

A parent report of Varicella can be recorded as a contraindication. An EHR
system that is unable to record or send a contraindication can record a custom
code. Any immunization with this code is saved as a contraindication instead
of an immunization. (IWeb integration only)

Reciprocal
Update

If an export profile has been defined for this provider then it will appear in this
drop-down menu. Selecting this export profile here will indicate that before
processing the incoming data, the export interface should be reviewed first and
any data that has been exported previously should send back on the same open
connection. This mirrors the reciprocal batch update process that IWeb
previously supported. The major difference is that the export interface creates
the export file on a scheduled or manual basis. This removes the issues that
occurred when large exports could not be downloaded in a timely manner.

(supported in both IWeb and WIR integrations)
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| Field | Description |

If checked, the next of kin name sent in NK1-2 will import as the guardian if
the guardian relationship code in NK1-3 is blank. When unchecked, the next of
kin name sent in NK1-2 will not import as the guardian if the guardian
relationship code in NK1-3 is blank.

Marks patient information as historical or non-owned. This option will keep
ownership from changing because of this update. This option is useful when
loading data for non-owning entities (such as mobile shot clinics) or when
loading initial data dumps which include many patients that are no longer seen.

Assume Guardian
for blank
relationship code

Insert patient as
historical (non-

owned) Another Example: When bringing a new provider on board and he has seven

years of legacy data, we would not want the data to overwrite the registry data
by changing the vaccination owner.

Allow Unique If the EHR system generates a unique vaccination 1D, the lis extracts and
Vaccination ID  ||utilizes the ID in the deduplication process to more efficiently update/delete
records and is stored for later use.

Private Lot With an HL7 Interface, this setting allows mapping for the differentiation of
Number Matcher |VFC vaccine from privately purchased vaccine. On the provider side an
identifier needs to be added to the end of each lot number for private lots. The
new configuration will allow this to be mapped to private inventory supplies.
This identifier is a free-entry text field.

o This is a statewide setting and should be sufficiently unique, such as
'PRIV" so that this string would not appear as part of a manufacturer
issued lot number.

e If there is a value in this field and it matches the incoming lot number,
this lot number will be designated as private. This will allow for
matching with lot numbers that end with the letters 'PRIV'. Thus if the
provider ends lot numbers with the letters 'PRIV' the HL7 interface will
be able to recognize the lot as private.
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Issue Resolution

Issue Resolution Settings are not available for selection until after the import profile has
been created and saved once.

Once a message is parsed, it is reviewed for potential data quality issues. Not every issue
listed here (partially shown below) is necessarily a data quality issue; instead these issues
should be reviewed for each interface and a determination made about how each issue
should be handled. Each tab's fields are described in the linked STC Implementation
Guide for HL7 2.5.1.

0 rwvalkd Oetast wivg igeee; 99 O

\
5 e Qi ee0

Each issue can be marked with one of these settings to determine "how" you want to
handle the issue:
« Ignore - Don't pay attention to this issue. Represented by a green check mark.
e Warn - Log a message for later review. Represented by a yellow caution sign.
e Error - Log a message for later review and do not allow the message to be
accepted or processed. Represented by a red stop sign.

There is some information that a provider may collect about a patient or about a
vaccination procedure that, although allowed by the HL7 messaging standard, may not be
desirable for collection by an immunization program. A likely scenario involves the
transmission of a patient's Social Security Number (SSN) as part of an HL7 message. A
provider's EMR system may send the SSN by default. If the immunization program
specifically does not want to receive the SSN, this field can be configured that will
prevent its acceptance.

These issues can be marked with one of these options that will coincide with the issue's
setting:

e Missing - If a certain issue is "missing" information, the issue will be handled
based on the setting (Ignore, Warn, or Error). Note: If a component of a segment
is flagged to error if missing, and the segment is not included in the message, it
will NOT error.

e Unwanted - If a certain issue is "unwanted" information, the issue will be
handled based on the setting (Ignore, Warn, or Error). Note: If you hover the
mouse on top of the radio buttons, a tool tip box appears displaying the row you
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are on and the specific resolution. Click the appropriate radio button depending on
what action you want to take for the particular segment. The row will be
highlighted representing your choice: Ignore (Gray), Warn (Yellow), or Error

(Red).
Patient Gender - PID-E - (Code Table: Administrative Sex) 710
12 unrecognized |f_)msmrgEnu) 9 Wamn f Patent Gender is invaid.
1. ALL TAB

Contains all of the segments included in the Patient, Vaccination, Next of Kin, Guardian,
Contraindication, Insurance, and Difference vs. Template Tabs.

Note: The code tables that are referenced in the tables below are listed in PHC-Hub >
Test > Code Tables.

2. PATIENT TAB

Issue Resolution Code HL7 Description
Name Table Field

Patient Date of Birth | PID-7 _||Currently accepts format: YYYYMMDD

is invalid Raised when the incoming value is a date that cannot
be parsed because it is not in a format that is
understood. Checks length of date sent.

| isinthe future | | |Raised if a future date from the sent date is received. |
Patient Sex |HL70001 [PID-8  |[Only codes recognized: M - Male; F - Female. |
| is missing | | |Raised when value is missing. |
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
IS unrecognized Raised if the value sent is an unusual code value but

can be mapped in the Code Value table.

Patient First Name | PID-5.2 || |

is invalid Considered invalid if
o Contains characters besides A-Z, a-z, single
quote, dash, period, and space
e Is one of the following values:
o test
o nhame
o testname
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noname
new
old
fake

o O O O

Issue Resolution Code HL7 Description
Name Table Field

IS truncated A truncated name is any name greater than 48
characters in length. Anything more will not fit into
the database column, which is why this issue
resolution exists.

Patient Last Name | IPID-5.1 || |

is invalid Considered invalid if

o Contains characters besides A-Z, a-z, single
quote, dash, period, and space

e Is one of the following values:

test

name

testname

noname

new

old

fake

O 0 O O 0 O O

is possibly a Raised if the value sent could be a test name.
test-name

Patient Middle Name)| [PID-5.3 || |
| is missing | | |Raised when value is missing. |

is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

is invalid Considered invalid if

o Contains characters besides A-Z, a-z, single
quote, dash, period, and space

e Is one of the following values:

o ftest

name

testname

noname

new

old

fake

o O O O O O
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Issue Resolution Code HL7 Description
Name Table Field
Patient Mother’s PID-6

|

IS missing

Raised when value is missing. |

is unwanted

Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

Patient Address
Street

PID-11.1

|Raised when value is missing. |

is missing | |

is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

is invalid Considered invalid if one of these values:

e Anywhere
Nowhere
Address
Address 1
Address 2

Patient Address
Street 2

PID-11.2

| is missing | | |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if one of these values:

e Anywhere
« Nowhere
o Address

e Address 1
e Address 2

Patient Address City |

|PID-11.3

|

| is missing | | |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
Patient Address PID-11.6
Country
| is missing | | |Raised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when

the State does not want to collect a field.

- ADVANCING POPULATION HEALTH OUTCOMES THROUGH INFORMATION TECHNOLOGY

44




Chapter 9: Import Profiles Menu si T“E

Issue Resolution Code HL7 Description
Name Table Field
is invalid The code is recognized, but it is either inactive or
marked invalid in the Code Value table.
IS unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
Patient Address PID-11.9
County
IS missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
is unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
Patient Address STATES |PID-11.4
State
IS missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
IS unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
Patient Address Zip | PID-11.5]|Acceptable format: NNNNN and NNNNN-NNNN |
IS missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if:
e Not 5 or 10 characters in length
e If"-"not in proper position
e Alphanumeric
e NotaUS zip code
Patient Alias | lPID-9 || |
| is missing | | |Raised when value is missing. |
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Issue Resolution Code HL7 Description
Name Table Field
is invalid Considered invalid if
« Contains characters besides A-Z, a-z, single
quote, dash, period, and space
o Is one of the following values:
o test
o hame
o testname
o honame
o nhew
o old
o fake
Patient Alias First PID-9.2
Name
is missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if
« Contains characters besides A-Z, a-z, single
quote, dash, period, and space
o Is one of the following values:
o test
o nhame
o testname
o noname
o hew
o old
o fake
Patient Alias Last PID-9.1
Name
IS missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when

the State does not want to collect a field.
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Issue Resolution Code HL7 Description
Name Table Field
is invalid Considered invalid if:
« Contains characters besides A-Z, a-z, single
quote, dash, period, and space
o Is one of the following values:
o test
o hame
o testname
o nhoname
o hew
o old
o fake
Patient Alias Middle PID-9.3
Name
is missing \Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if

o Contains characters besides A-Z, a-z, single
quote, dash, period, and space
e Is one of the following values:
o test
name
testname
noname
new
old
fake

o O O O O O

Patient Death Date

PID-29

Acceptable format: YYYYMMDD

IS missing Raised when value is missing.

is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

is invalid Raised when the incoming value is a date that cannot

be parsed because it is not in a format that is
understood. Checks length of date sent.

is in the future

Raised if a future date from the sent date.
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Name

Code
Table

HL7
Field

Description

is before the
vaccination date

Raised if before the vaccination date.

is before the
patient's date of
birth

Raised if before the patient's date of birth.

Patient Medicaid
Number

PID-3

| is missing | |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Not working at this time.
Patient SSN PID-19 |
is missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if:

e Characters other than 0-9

e One of the following values:
o 987-65-4320
o 987-65-4321
o 123-45-6789

Patient Primary HL70296 |[PID-15
Language
| is missing | |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when

the State does not want to collect a field.

is deprecated

INot applicable at this time.

is unrecognized

Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.

Patient Phone PID-13
Number
IS missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when

the State does not want to collect a field.
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Issue Resolution Code HL7 Description
Name Table Field
is invalid Considered invalid if in an improper format and
cannot be parsed. This could be caused by a length
other than 7 or 10 characters or an issue with
parentheses.
Patient Primary PD1-3.3
Facility 1D
is missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
IS unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
Patient Primary PD1-3.1
Facility Name
is missing Raised when value is missing.
Is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

Patient Race

IHL70005 ||PID-10 ||

| is missing | | |Raised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either

inactive or marked invalid in the Code Value table.

IS unrecognized

Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.

Patient VFC Status |

IPV1-20

|

IS missing Raised when value is missing.

is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

is invalid Raised if the code is recognized, but it is either

inactive or marked invalid in the Code Value table.

is unrecognized

Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
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Issue Resolution Code HL7 Description
Name Table Field
Patient Consent | IPD1-12 || |
| is missing [ [ |Raised when value is missing. |
Is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
is unrecognized || | INot working at this time. |

3. VACCINATION TAB

Note: For Historical Vaccinations only - The only Vaccination fields that the missing
issues is raised for are CV X, CPT, vaccination date, and information source. All other
vaccinations fields are considered "details" that aren't relevant for historical records.

Issue Resolution Code HL7 Description

Name Table Field

Vaccination Patient RXA

Vaccinations

Quantity

| is missing I [ IRaised when no vaccinations are in the message. |

exceeds 10 Raised when a message contains more than 10
vaccinations given on a single day. More than 10
vaccinations records can be sent at the same time as
long as 10 or fewer of them were actually given on
the same date.

Vaccinations [ [RxA | |
is historical, Raised when an vaccination is historical but the
with same administered date is the same as the submission date.
encounter (NOT raised for historical vaccinations)
submission date
is not recorded Raised when the logic compares vaccination lot
as a single numbers, manufacturers, and dates. If all three
vaccination values of any two or more match, it's assumed they
event should be part of a combo vaccination.

Vaccination Date | IRXA-3 ||Currently accepts format: YYYYMMDD |
is invalid Raised when the incoming value is a date that cannot

be parsed because it is not in a format that is
understood. Checks length of date sent.
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Issue Resolution Code HL7 Description
Name Table Field
is after the lot Raised when the lot number expiration date is before
expiration date the vaccination date.
was more than Raised when the vaccination date is more than 30
30 days ago days from the submission date.
isan ACIP Raised if a violation of the licensing criteria has
schedule occurred.
violation
is after the Raised when the patient's death date is before the
patient's death vaccination date.
date
is after the system Raised if a future date from the sent date.
entry date
is before the Raised when the patient's date of birth is after the
patient's date of vaccination date.
birth
Vaccination ID ORC-3 |(NO VALIDATIONS raised for historical
vaccinations)
| is missing [ | |[Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
IS not unique Raised if not a unique ID to any newly administered
vaccinations.
Vaccination Action |[HL70323 |RXA-21
Code
| is missing | | |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
Vaccination RXA-7
Administered Units
| is missing [ | |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
Vaccination RXA-6
Administered
Amount
| is missing [ | |Raised when value is missing.
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Issue Resolution Code HL7 Description
Name Table Field
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
Vaccination CPT CPT RXA-5.4
Code
| is missing I [ IRaised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
IS unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
CVXand CPT Raised if the codes are not from the same vaccine
codes are group established by CDC.

inconsistent
Vaccination CVX CVvX RXA-5.1

Code
| is missing | | |Raised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
IS unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
CvXand CPT Raised if the codes are not from the same vaccine
codes are group established by CDC.
inconsistent
Vaccination Facility RXA-
ID 111,114
is missing | | |Raised when value is missing. |
Is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
IS unrecognized, Raised if the value sent is an unusual code value but
on an administered can be mapped in the Code Value table.
vaccination
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Issue Resolution Code HL7 Description
Name Table Field
IS unrecognized, Raised if the value sent is an unusual code value but
on an historical can be mapped in the Code Value table.
vaccination
exceeds maximum Raised if exceeds 25 characters in length
length
Vaccination RXA-9
Information Source
| is missing | [ IRaised when value is missing. |

is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

Vaccination VIS OBX
Publication Date
IS missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised when the incoming value is a date that cannot
be parsed because it is not in a format that is
understood. Checks length of date sent.
is in the future Raised if a future date from the sent date.
is after the Raised if after the vaccination date.
vaccination date
Vaccination VIS OBX
Barcode
| is missing I [ IRaised when value is missing. |

is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

| isinvalid | | INot working at this time. |

is unrecognized Raised if not in the list PHC-Hub has on file
(updated periodically from the posted CDC values).

Vaccination VIS OBX
Given Date
IS missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when

the State does not want to collect a field.
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Issue Resolution Code HL7 Description
Name Table Field
is invalid Raised when the incoming value is a date that cannot

be parsed because it is not in a format that is
understood. Checks length of date sent.

| isinthe future | I |Raised if a future date from the sent date.

Vaccination Lot RXA-15 ||(NO VALIDATIONS raised for historical
vaccinations)

is missing Raised when value is missing.

is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

is invalid Raised when one or more instances of the lot number
exists in the 1S, but NONE of them are active.

IS unrecognized Raised if there is no active or inactive lot number in
the 11S that matches.

does not match If there is at least one lot number in the 11S with a

manufacturer code matching lot number and the vaccine code indicated

IS in the same group as the vaccine code on one or
more lot numbers in the 11S, the manufacturer code
is checked for consistency among the lot numbers.

does not match If there is at least one lot number in the 11S with a
funding source matching lot number and the vaccine code indicated
is in the same group as the vaccine code on one or
more lot numbers in the 11S, the funding source code
is checked for consistency among the lot numbers.

does not match If there is at least one lot number in the 11S with a
expiration date matching lot number and the vaccine code indicated
is in the same group as the vaccine code on one or
more lot numbers in the 11S, the expiration date is
checked for consistency among the lot numbers.

does not match Raised if the value sent does not match the vaccine
vaccine group group.
Vaccination Lot RXA-16
Expiration date
IS missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when

the State does not want to collect a field.
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Issue Resolution Code HL7 Description
Name Table Field
is invalid Raised when the incoming value is a date that cannot
be parsed because it is not in a format that is
understood. Checks length of date sent.
is before the Raised if the value sent is before the vaccination
vaccination date date.
Vaccination RXA-17
Manufacturer
| is missing [ [ |IRaised when value is missing.
Is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
is unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
Vaccination VFC OBX
Status
is missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
is unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
Vaccination ID of RXA-10
Vaccinator
is missing [ | |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
is unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.

Vaccination Route

IHL70162 |RXR-1

|

| is missing

IRaised when value is missing.
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Issue Resolution Code HL7 Description
Name Table Field
IS unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
is unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
Vaccination HL70163 |[RXR-2
Anatomical Site
is missing [ |Raised when value is missing. |
Is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either

inactive or marked invalid in the Code Value table.

IS unrecognized

Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.

4. NEXT OF KIN TAB

Name

Issue Resolution Code HL7 Description
Name Table Field
Next of Kin First NK1-2.2 [[Names can contain 48 characters (alphabetic

characters, hyphens, apostrophes, and spaces are all
valid)

| is missing | IRaised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if

« Contains characters besides A-Z, a-z, single
quote, dash, period, and space
e Is one of the following values:
o test
name
testname
noname
new
old
fake

0O O O O O O
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Issue Resolution Code HL7 Description
Name Table Field
Next of Kin Middle NK1-2.3 |[Names can contain 48 characters (alphabetic
Name characters, hyphens, apostrophes, and spaces are
valid)
| s missing I I |Raised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if
« Contains characters besides A-Z, a-z, single
quote, dash, period, and space
o Is one of the following values:
o test
o hame
o testhame
o honame
o hew
o old
o fake
Next of Kin Last NK1-2.1 [[Names can contain 48 characters (alphabetic
Name characters, hyphens, apostrophes, and spaces are all
valid)
| is missing | | |Raised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if
« Contains characters besides A-Z, a-z, single
quote, dash, period, and space
o Is one of the following values:
o test
o hame
o testname
o honame
o hew
o old
o fake
INext of Kin Phone | INK1-5 || |

| is missing

Raised when value is missing.

is unwanted

Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
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Name Table Field
is invalid Considered invalid if in an improper format and
cannot be parsed. This could be caused by a length
other than 7 or 10 characters or an issue with
parentheses.
Next of Kin Business NK1-6
Phone
is missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if in an improper format and
cannot be parsed. This could be caused by a length
other than 7 or 10 characters or an issue with
parentheses.
Next of Kin County NK1-4.9
| is missing Raised when value is missing.
Is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
IS unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
Next of Kin HL70063 |[NK1-3
Relationship
| is missing IRaised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either

inactive or marked invalid in the Code Value table.

is unrecognized

Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.

Next of Kin SSN

NK1-33

|

IS missing

Raised when value is missing.

is unwanted

Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
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is invalid

Considered invalid if:
e Characters other than 0-9
e One of the following values:
o 987-65-4320
o 987-65-4321
o 123-45-6789

5. GUARDIAN TAB

Missing guardian information is ignored if the patient is 19 or more years of age.

Issue Resolution Code HL7 Description
Name Table Field
Guardian First NK1-2.2 |[Names can contain 48 characters (alphabetic
Name characters, hyphens, apostrophes, and spaces are all
valid)
IS missing Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if
o Contains characters besides A-Z, a-z, single
quote, dash, period, and space
e Is one of the following values:
o test
o hame
o testname
o honame
o new
o old
o fake
Guardian Middle NK1-2.3 [[Names can contain 48 characters (alphabetic

Name

characters, hyphens, apostrophes, and spaces are all
valid)

IS missing

Raised when value is missing.

is unwanted

Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
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Issue Resolution Code HL7 Description
Name Table Field
is invalid Considered invalid if

o Contains characters besides A-Z, a-z, single
quote, dash, period, and space

e Is one of the following values:

test

name

testname

noname

new

old

fake

O 0 O 0O 0 O O

Guardian Last Name NKZ1-2.1 |[Names can contain 48 characters (alphabetic
characters, hyphens, apostrophes, and spaces are all
valid)

is missing Raised when value is missing.

is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

is invalid Considered invalid if

o Contains characters besides A-Z, a-z, single
quote, dash, period, and space

e Is one of the following values:

o test

name

testname

noname

new

old

fake

o O O O O O

Guardian Phone NK1-5

| is missing [ [ [Raised when value is missing. |

is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.

is invalid Considered invalid if in an improper format and
cannot be parsed. This could be caused by a length
other than 7 or 10 characters or an issue with
parentheses.
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Name Table Field
Guardian Business NK1-6
Phone
| is missing [ [ |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if in an improper format and
cannot be parsed. This could be caused by a length
other than 7 or 10 characters or an issue with
parentheses.
Guardian Address NK-4.1
Street
| is missing | | |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if one of these values:
e Anywhere
o Nowhere
e Address
e Address 1
e Address 2
Guardian Address NK1-4.1
Street2
| is missing | | |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
Guardian Address NK1-4.3
City
| is missing [ [ |Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
| isinvalid [ [ [Not working at this time.
Guardian Address NK1-4.4
State
| is missing [ [ [Raised when value is missing.
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
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Name Table Field
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
(Guardian SSN [ INK1-33 | |

| is missing | | |Raised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Considered invalid if:

e Characters other than 0-9

e One of the following values:
o 987-65-4320
o 987-65-4321
o 123-45-6789

6. CONTRAINDICATION TAB

Observation Date

Issue Resolution Code HL7 Description
Name Table Field
Contraindication OBX OBX 30945-0, 59784-9
Concept Code
| is missing | | |Raised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
is unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.
Contraindication OBX-14 ||[Names can contain 48 characters (alphabetic

characters, hyphens, apostrophes, and spaces are all
valid)

| is missing [ [ |Raised when value is missing. |
is unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised when the incoming value is a date that cannot

be parsed because it is not in a format that is
understood. Checks length of date sent.

| isin the future

|Raised if a future date from the sent date is received. |
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Issue Resolution Code HL7 Description

Name Table Field
IS before the Raised when the patient's date of birth is after the
patient's observation date.
date of birth

Contraindication OBX OBX 30946-8

Effective Date

| is missing | | |Raised when value is missing. |
IS unwanted Raised if the value is sent, but unwanted. Used when

the State does not want to collect a field.

is invalid Raised when the incoming value is a date that cannot

be parsed because it is not in a format that is
understood. Checks length of date sent.

IS before the Raised when the patient's date of birth is after the
patient's effective date.
date of birth

Contraindication OBX OBX 30944-3

Expiration Date

| is missing | | |Raised when value is missing. |
IS unwanted Raised if the value is sent, but unwanted. Used when

the State does not want to collect a field.

is invalid Raised when the incoming value is a date that cannot

be parsed because it is not in a format that is
understood. Checks length of date sent.

is before the Raised when the patient's date of birth is after the
patient's expiration date.
date of birth
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7. INSURANCE TAB

Issue Resolution Code HL7 Description
Name Table Field
Insurance Company || IIN1-3 || |
| is missing | | |Raised when value is missing. |
IS unwanted Raised if the value is sent, but unwanted. Used when
the State does not want to collect a field.
is invalid Raised if the code is recognized, but it is either
inactive or marked invalid in the Code Value table.
is unrecognized Raised if the value sent is an unusual code value but
can be mapped in the Code Value table.

8. DIFFERENCES VS TEMPLATE TAB

The Differences vs. Template tab is based upon the differences between the profile and
its immediate template parent. You can see which profile (template) this is by editing the
profile and looking at the "Based On" field. If it says "HL7 version 2," then you will see
the settings on which the profile differs from the "HL7 version 2" template.

9. HIDEALL

This tab is used to collapse all the issue/Resolution fields from the display.

HL7 General Settings

HL7 General Settings
MRN Identifier

Application Type | —select V|
Hash id by sender | []

The fields are described in the table below:
] Field I Description |

The PID-3 field may include one or more 1Ds of which one should be the MRN.
To differentiate between different IDs, each is given an identifier. Common
identifiers include:

e MR - Medical Record Number

e PT - Patient Identifier

o [blank] No identifier is sent

o Other value Defined by sender
Enter the correct identifier for the messages this account will receive.

MRN Identifier
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| Field | Description |

Indicate what kind of application will be sending data by clicking the drop-
down menu:

o CDC Standard Messages only include fields explicitly defined by CDC
standard docs
McKesson DFT messages are formatted to newer standards
Misys DFT messages are formatted to older standards
QS-Insight messages standards are the same as the CDC Standard
STC-1Web Includes support for IWeb-specific fields and data
STC-CDR

Application Type

This option is rarely used. Sending systems are required to submit unique
MRNs. Some sending systems may collect data from different systems and send
them in one account. This is not preferred but in these rare cases the MRN id
can be "hashed" to make it unique. The sending facility (MSH-4) and sending
application (MSH-3) are concatenated together and then hashed to generate a
unique sequence of characters (the hash) and it is pre-pended to the MRN listed
in the record using a colon. For instance, if the MRN provided for the patient
was 975779 and the resulting hash was 3780937371, the registry will store the
MRN as 3780937371:975779. This new id is then submitted to IWeb as the
patient's MRN. This method insures that even if two entities within the data
stream assign the same MRN, they will appear as different MRNSs after they are
hashed.

Hash ID by
sender

Note: This option will make user searches by MRN in IWeb difficult as the
MRN will not include a strange set of characters unique to the sending facility.

HL 7 Observation Settings (ORU Only)

These settings support the GE Centricity® EHR product. There are older versions of GE
Centricity® that don't support standard immunization messages. See Appendix B:
Workaround for GE Centricity®.

HL7 Observation Settings (ORU Only)

Observation definition

Assume administered Mo v|

Unknown code handling | | —select— V|

Consent filter —select V|

Consent code

Consented value

Refused value
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The fields are described in the table below:

| Field | Description |

Observation messages that contain vaccinations must have an XML mapping to
define how the vaccinations are mapped into CPT codes. If this observation
message contains lead lab data, leave this field blank.

Observation
definition

Observation messages that contain vaccination data do not indicate whether a
particular vaccination was administered or historical, but it does indicate when
the vaccination was recorded in the sending system. This option allows for
marking historical vaccinations that were given long before they were recorded:;
the assumption being that vaccinations given previous to the data entry date
were not administered by this submitter. This option allows you to control this
behavior.
e Yes - Assume that all observations are administered regardless of the
data entry date.
o If recorded today - Assume administered only if recorded on the same
day as it was given.
o If recorded today or yesterday - Assume administered only if recorded
on the same or next day as it was given.
o If recorded today or in the last 2 days - Assume administered only if it
was recorded within two days of being administered.

If an observation code is not recognized, it may be rejected or ignored

(skipped). There are four options but three have the same behavior

Unknown code o Default, Always Add, Always Ignore - All indicate that the observation

handling should be skipped and not processed.

o Always Reject - Indicates that the unrecognized observation should
cause the message to be rejected and an error be generated.

The consent filter is used by states that require consent before accepting data

into the registry and can only be used for filtering observation messages.

Note: This setting will only affect observation (ORU) messages and not other

messages (e.g., VXUs, DFTs, or ADTSs) even though they may have observation

segments in them.

o No filter - All messages are accepted. This value is appropriate for states

Consent filter that accept all records.

o Assume consented, ignore non-consented - The sending system has
marked the patients that have not consented to be in the registry. Skip
updates for patients that explicitly indicate that they are not consented.

e Assume non-consented, ignore consented - The sending system has
marked the patients that have consented to be in the registry. Only
accept those patients that explicitly indicate that they are consented.

This is the observation code that the consent is recorded under. This code is
defined by the sender and may differ from one system to the next.

Assume
administered

Consent code
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| Field | Description |

The value that indicates that the patient has consented. This value need only be
set when the "Consent Filter" is set to assume non-consented, ignore consented.

The value that indicates that the patient has refused. This value need only be set
when the "Consent Filter" is set to assume consented, ignore non-consented.

Consented value

Refused value

Query Settings

Query Settings

Strict exact match J

ivhidnlet ot .

Query using

Advanced Search (alwayy used)

| & Fust, Last, Guasdian First, and Mothar
| Maiden Names

| 7 Birth Numbes
| ¥ Madicasd
(oo

| First Name, Last Name, Birth Date

Fust Name, Last Name (Exact)

First Name, Last Nama (Phonetic)

Phone

First Initial, Last Initsal, Bath Daste
First Inital, Bith Date

Buth Date

First Nam (Exact)

First Name (Phonetic)

Last Nesne (Phonebe)

|
8\\\1.\\!.&\‘&1.

Maximum number of matchen

Enforce user agreement

Retum any singular low confidence match from Advanced Search as a high
confid match. (Retum single VXX as VXR)

Return vaccination forecast

Return master patient address

Send vaccination deletes | ¥
Send vaccinations as historical

Send contraindications

Send T8 Indurations

Send multiple birth count

Send name, gender, dob from resarve record

Exciud

Vaccinations with no CPT code
Vaccinations with no CVX code

Vaccinations added/updated by this HLY account
Vaccinations outside query range and not new patient
Indicate vaccination glven at saloct

Save
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The fields are described in the table below:

| Field | Description |

Queries that contain a MRN or an 1IS patient ID are first matched with
a patient with the same ID. If this option is checked, then this match is
returned as an exact match only if the first name, last name, and date of
birth match; otherwise, this is returned as a possible match. If the
querying system is IWeb, this may be left checked. For other systems
this may need to be unchecked.

After querying by ID and finding no match, the advanced search is run.
The advanced search uses the following fields to find a set of matches:
first name, middle name, last name, date of birth, SSN, Medicaid
number, birth number, guardian's first name, guardian’s last name,
guardian's social security number, mother's maiden name, address
street, city, state, zip, and phone. This is the same search that is run in
IWeb before adding a new patient record. If an exact match is returned,
then the query process stops and this match is returned; otherwise these
additional queries may be run:

e First, Last, Guardian First, and Mother Maiden Names
Birth Number
Medicaid
SSN
First Name, Last Name, Birth Date
First Name, Last Name (Exact)
First Name, Last Name (Phonetic)
Phone
First Initial, Last Initial, Birth Date
First Initial, Birth Date
Birth Date
First Name (Exact)
First Name (Phonetic)
Last Name (Phonetic)

Strict exact match

Query using

Each of these queries is run sequentially and as matches are found, they
are added to the list. The querying stops when either all queries have
been run or the maximum number of matches has been reached.

Selecting more query options will return more results and will cause
queries to take longer to run. The advanced search is good at finding
close matches, but may miss other matches. The additional queries may
find possible matches that have little relevancy to the query search. (For
example, the phone query may match someone based on the same
phone number even though the patient has a different name and birth
date.)
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STC

| Field

|

Description

Maximum number of
matches

The maximum number of matches returned is the lower of (a) the value
entered here or (b) the value indicated in the query (VXQ) message.
Once the maximum number of matches is found, they will be returned.
Any other matches beyond this point will not be returned and no
indication will be given that there are more matches beyond the
maximum. (For example, if the maximum number of matches was 20
and 20 matches were returned, it is impossible to know whether or not
there were any more matches beyond the 20 returned.)

Enforce user agreement

Some states require that out-of-state query users accept a user
agreement before completing a state-to-state query. If your state
requires this, then check this box for incoming connections from other
states. Do not check this box for in-state systems that do not have to
accept the agreement before querying. The user agreement must be
setup in the HL7 Interface options on the administrator properties page.

Return any singular low
confidence match from
Advanced Search as a
high confidence match.
(Return single VXX as
VXR)

If a single patient is returned from the query and is low confidence, it
will be made a high confidence match and returns a VXR. This
functionality will not work unless Strict Exact Match is disabled.

Return vaccination
forecast

Since some systems will not handle the new forecasting information
that is returned in an VXR, this setting allows the vaccination forecast
queries to be returned. Click the checkbox to enable the return of
vaccination forecast (queries only); unchecked is the default which
turns the vaccination forecast off.

Note: The return message will contain the forecasting in the OBX
segment.

Return master patient
address

Will return the address from the master patient table.

Return all normally
private demographic
fields from the master
patient record

Will return all the demographics fields from the master patient table.

Send vaccination deletes

Deleted vaccinations can be indicated in HL7 but they look very similar
to valid updates. Systems that do not look for the delete “flag™ may
incorrectly add vaccinations when receiving deletes. Before sending
deletes, make sure the receiving system is ready to accept them.

Send vaccinations as
historical

Check this box to force all vaccinations to be marked as historical.
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| Field | Description |

Send contraindications Send contraindications with vaccinations as observation segments.

Send TB indurations Send TB indurations.

The HL7 Standard supports reporting the birth position and whether the
birth is a multiple birth or not (e.g., 1st in a multiple birth, 1stin a
single birth). Both IWeb and WIR store the birth position and the birth
Send multiple birth count |count (e.g., 1st of triplets, 1st of a single birth). Checking this box
indicates to the IIS that it can send the multiple birth count (1, 2, 3, etc.)
instead of just the multiple birth indicator (Y or N) and the receiving
system will process it properly.

Some receiving systems match on name, gender, and DOB. This can
cause problems when patients are updated by other systems. Both IWeb
and WIR will always report back the most up-to-date name which may
be different from what was originally reported. Checking this box
forces these data items to reflect what was originally reported, if it is
available. In this way if "Billy" was originally reported, then "Billy"
will be sent back even if someone else updated the name to "William."
For WIR, this feature is only available when the profile is linked to a
reciprocal batch export profile.

Send name, gender, DOB
from reserve record

These options are used to exclude specific vaccinations from being sent
Exclude: with the record. By default all vaccinations are sent with each record
unless excluded for the reasons further defined in the table rows below.

If the receiving system stores the immunizations by CPT code, then it is
no use to send vaccinations that do not have CPT codes since the
receiving system will not be able to accept them. Standard vaccinations
have CPT codes.

If the receiving system stores the immunizations by CVX code, then it
IS no use to send vaccinations that do not have CVX codes since the
receiving system will not be able to accept them. Standard vaccinations
have CV X codes.

IWeb tracks who adds/updates vaccinations by user account. Every
HL7 account is a user account and so every update by an HL7 user
account is tracked. This option removes immunizations that were
e Vaccinations reported by this account. This stops IWeb from updating this user with
added/updated by |[information that it already reported to IWeb.
this HL7 account

e Vaccinations with
no CPT code

e Vaccinations with
no CVX code

If the HL7 account is used for regular IWeb use and patient records are
modified using this account, then changes done by this account will be
filtered out with this option. This parameter is only active for IWeb
integration.
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| Field | Description |

The previous option was not complete because if a patient was already
in IWeb, but just newly added as a new patient to the provider, only a
part of the record within the query range would be returned even
though the entire record was needed. This option limits the previous
exclusion by not excluding the vaccinations if the patient has just been

« Vaccinations
outside query
range and not new

patient associated with this provider, whereby in this situation the provider can
get a full patient record. This parameter is only active for IWeb
integration.
Indicate vaccination given |[Determines whether the Facility or Organization information is sent as
at the vaccination location.

Select Import Profile

This option allows you to select the Import Profile from a list.
1. Click on the SELECT IMPORT PROFILE option. The "Available Profiles"
pop-up window appears which overlays the screen you were previously using.

e Profile
Name Id | Type Status
SP import 181 HL7 Disatied
Kids Import Profie 182 HL? Disabled
another test 180 MLT | Disabled
My Test import 360 [HL7  |Enabled
second tes! 161 {HLY | Disabied
Shern 221 HL? | Disabled
ShemimpProfie 223 HLT | Disabied
Shermn2 224 [HLT | Disabled

2. Locate the Import Profile you want to access and click it. The "Import Batches™"
screen appears.

Note: This is the same screen that the PROFILES & BATCHES option displays.

[iKids import Profiie (disabled)

e

T s o I —

[ Ent o et L

3. You may perform the following on this screen:
o Edit the Import Profile by clicking the EDIT button. Continue to the
section titled, "Create New Profile" for instructions.
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Export the Import Profile by clicking the EXPORT PROFILE AS XML

O
button.
= The "File Download" dialog box appears. Choose to OPEN,
SAVE, or CANCEL the data.
= These instructions assume you chose OPEN. The "XML" file
appears.
c7xmi version="1,0" ancoging="UTF-8"7>
< prof: profileDetalls xmins:profe"http:/ fopenuri.org/ profileDetails” >
<prof:Name>WA PHC-Hub Demo Mastaer Template</prof Name>
<prof:BasedOn>HL? Version 2</prof:8aedOn>
<prof:ProfilaTyoe>ML7 </peof: 2rofileType >
<prof:Enabled>true</prof:Enabled >
<prof:Template>true«</prof: Template>
<prol:LogLevel>V</profiLogleve >
<prof:SavelmportText>A< /grof: SavelmportText >
<prof:RetumResponses > AL</profi ReturnResponses >
<prof:InsartUnrecagnizedvaccines »false</prof: InsertUnrecognizedvaccines>
<prof:ProcedureCodeClassification/>
<prof:HasFatientData >false</prof:HasPatientData >
Ise</prof:hasVaccineData>
>false</prof: AssumeConsented >
ol her/ >
<prof:InitialMergaStatus >N < /prof; InitialMargeStatus >
<prof:ForceVaccinationsHistorical > false < /prof: ForcaVaccinationsHistorical >
<prol:PickCutMiddielnitislFromFisrstName > false < /prof: PickOutMiddlelnitiaiFromFirstName >
o Display the PRINT PREVIEW of the file providing the option to
PRINT. A new window opens with the same data as shown under step 2
above except with a PRINT button versus PRINT PREVIEW.
o Display the IMPORT LOG for a batch. Click on the Import Batch you
want to display. The "Import Log" appears.
Import Batch
Date 06/21/2011 5:14:36 PM
id 62
Total 1 received / 1 error
Imported By
Status Unknown
[import Logs
Ya Time ¥ Status
1 | 51436PM |Errors lline 9 (9). column 83 M must have a MSH header
End of Report 07/21/2011 2:27:42 P
o Download the Import Messages by clicking on the DOWNLOAD

MESSAGE hyperlink. The "Import Message Download" screen appears.

Import Message Downlosd
Date Range
From
=
Incunde Timestany
Include Acsnowlodgemont Mesasge

Diowrdost

Enter the From and To Date Range and From and To Time

@)
Range (if needed).

o Check boxes for Include Timestamp and Include
Acknowledgement Message if needed.

o Click the Download button. The "File Download" dialog box

appears.
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O

If no messages were downloaded based on date and time range,
this message will appear at top of screen.

[ » Mo MesEAgas wera Tound Tor tha given data mnga ]

Choose to OPEN, CANCEL, or SAVE.
These instructions assume you chose OPEN. The "Message Import
- Notepad™" screen appears.

) wweiageirescand(l] - Norapast - i ey

Fie S Feenar View  Mep
FIFST nase | 125T Nane | 008 M4 00/ YVYYY ST 1 e0C 200N ess /150 (CI1TY I STATE |21 pICOT [ Tmeunt 238100 AaTe MDD, YYYY [ guardian Firstgu
e o e 10204 /2008 1 28 ¥ e TaComa | wa i 5800 [ MCRR 110727 /2007 | Mt | e smnan [P

o Determine what you want to do with the file; i.e., Save, Edit, or
Close it.

Profiles & Batches

The Profiles & Batches option displays the Profile and Imported Batches screen. Please
refer to the section above titled, "Select Import Profile - Steps 2 and 3" for details.

Code Values

Certain message data fields are expected to contain coded values, which are values that
are defined by a standard code table. Examples of coded values include: CPT code,
Provider ID, Physician ID, Anatomical Route, Race, etc. Code values are organized into
tables. Selecting a code table shows all values that have ever been received by this profile
whether or not the value was recognized. Code values that are recognized as standard
values are automatically mapped to the correct value. Unrecognized values are mapped to
the default. Each Code Value has a status that indicates what should be done when this
value is received. The statuses are:

e Active - Code value is valid and should be processed normally.
« Invalid - Code value is known to be an incorrect value.
e Unrecognized - Code value could not be found in standard mapping.

New Code Values are marked as either active or unrecognized, depending on if they are
contained in the master code value list. If the value is unrecognized, the profile can be
configured to "reject” the record or “ignore" the issue. All values, including unrecognized
values can be configured as invalid. The profile can then be configured to either "reject"”
or "accept” invalid values for a given field. In addition, the Code Value can be configured
to map to any valid code. In this way, Code Value mapping and handling procedures can
be tightly handled for each import profile.
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Viewing the Code Values

To view the Code Values, perform the following:
1. Click the CODE VALUES option. The "Code Value Tables" list appears.

Code Value Tables

S1042015 2:13:00 PM End of Report

2. 'You may perform the following on this screen:
o Display the Code Value Details by clicking on the row. The "Code Value
Details™ appear.

FACILITY_ID Code Table Values

Add New Code Value Received [ERT]

[Show hadon valses (Telcads $ws pagal

Frict Pravivw
| Recetwnd Valus ¥ | Recewwedlabel | Code Valim Mapped To | Stetin
1 [to405 SASCLIENTI [Acove
5 TR | T o [Unrecogremd
3 6 | [SSSCULNT0 TAcave
T 1 | [t

o Map values, add new values, and activate/inactivate them. For example,
Facilities within the Organization that the profile is associated with. New
received values can be added through the Ul instead of only the values
that have come through an imported message. This is accomplished by
performing the following:

= Type a Facility Name that needs to be mapped in the "New
Received Value" field.

= Type anything to help clarify the facility in the "New Received
Label" field.

= Click the ADD button.

= Click on the newly added Facility.

FACILITY_ID (8 of 17 )

Received Value PEDSU

Code Valus SUSCLIENT181 FACILITY 1

Value Status Actlive

Hidden .

Savn- i
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= Setitto "Active."

= Select the actual Facility Name that this facility intends to be
mapped to

= If you have a value that you no longer want to show in the table,
you can check HIDDEN. The value will not show in the table.

= Click Save. Now any data that has been and will be imported with
the mapped values will populate in their respected Facilities.

Note: These steps can be used to map any value listed in the Code Tables.

o If you select SHOW HIDDEN VALUES (RELOADS THE PAGE), the
hidden values will show up along with normal "not-hidden" values.

Note: When "Unrecognized Historical" issues are raised against
Vaccination Facility ID (RXA-11) the received value will be hidden by
default.

o Display the PRINT PREVIEW of the Code Values providing the option
to PRINT. A new window opens with the same data as shown except with
a PRINT button versus PRINT PREVIEW.

o Print the Code Value Tables List by clicking the PRINT PREVIEW
button. A new window opens with the Code Value Tables as shown above
except with a PRINT button versus PRINT PREVIEW.
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Realtime Interface

This option provides a simple web page for manually submitting one or more messages.
It is also the same URL that is used for HTTPS Post submissions. There are two options
to access the Realtime Interface.

To access and use the Realtime Interface if you are logged into PHC-Hub, perform the
following:
1. Click the REALTIME INTERFACE option. The "PHC-Hub HL7 Realtime
Interface"” screen appears.

PHC-Hub HL7 Realtime Interface

Thia pusie sanice wil actest HLT dot 43 part of @ POST redusd? and /sluin an Aperopreie fehsorie
HTTP POST Paramoters

v USERDD

« PASSWCRD

+ FACLITY (opoons)

+ NESSAGEDATA

+ EROFLEID foatansl)
HITP POST Response

v MUY Message

Realtime Interface

User ID LNDA AC
Passwora ogped
Facilry

Export PreReserys

Frofis 10 143
Mossape

Sbme

The fields and their descriptions are listed below.

e USER ID - Automatically fills in with the user currently logged into the
application.

e« PASSWORD - Displays "Logged In" since you are already logged in and entered
your password.

e FACILITY - Allows the Facility ID/Name to be entered.

« EXPORT PRERESERVE - This checkbox returns the imported HL7 message
with the response.

e« PROFILE ID - Automatically fills in with the "Selected Import Profile™
identification number.

e MESSAGE - The HL7 Message to send.

Select SUBMIT to import the message(s).
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Note: If this page is closed or the user logs out of PHC-Hub before the processing is
complete, all messages not processed will be stored in the system with an error message
and not be processed.

If you are not logged into PHC-Hub and want to submit messages or provide this URL to
providers/vendors for their realtime interface, perform the following:

1. Enter the URL for the Realtime Interface. The "PHC-Hub HL7 Realtime
Interface” screen appears.
[HLT Realtime Server

W O T DS W TR 7 A ) A SN A ATy T TEONG 3 SN T MOTIAE T W LA I O T T A A TR IV | RO S 6 B AVTROCC 1 T T St 15 IR )
T A L P '

Negquend KTTF POST Paramwiens

oy Fronet wapeas v o5 v v sy 1) s

HL? interface Test Form

The fields and their descriptions are listed below.
e USER ID - Enter USERID.
e PASSWORD - Enter PASSWORD.
e ORGANIZATION - Allows the Organization ID/Name to be entered.
e FACILITY - Allows the Facility ID/Name to be entered.
e MESSAGE - The HL7 Message to send.

Select SUBMIT to import the message(s).
Note: If this page is closed before the processing is complete, all messages not processed
will be stored in the system with an error message and not be processed.

File Upload

This option provides a method for simple manual uploads. After uploading, select "View
Batch File Processing Results" to see the response message. Processing is complete when
the last line of the output indicates "Processing completed ...". Refreshing the page will
show updated results. Once data is loaded, the batch results can be seen under Profile &
Batches.

Note: If this the user logs out or closes PHC-Hub before the processing is complete, all
messages not processed will be stored in the system with an error message and not be
processed.
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To upload a file, perform the following:
1. Click the FILE UPLOAD option. The "File Upload" screen appears.

Upload Batch File

File
Upload Now

2. Type or BROWSE for the File Name to upload and click the UPLOAD NOW

button. The file begins to upload and when complete, the last line indicates,

"Processing Completed.”

Refresh the page to display the updated results.

4. Once the data is loaded, the batch results can be seen using the PROFILE &
BATCHES option.

w
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Chapter 10: Export Profiles Menu

Export Profile

For data to be exported out of the 1S, it is necessary to create an Export Profile. The
export profile defines what data should be exported and how it should be formatted.
Exports can be requested immediately or scheduled for a later date. Each profile has
some common basic attributes:

Attribute| Description |

The display name for the interface. This is the name that is displayed for interface
users and reporting.

Each profile extends from and inherits settings from a parent profile. Any profile may
be configured to be a template and thus, become the starting position for new profiles.

Type | |Defines the basic structure of the data, for example: HL7 or flat file. |
[Enabled |[Profiles that are enabled may receive data. |

Name

Based On

Create New Export Profile

To create a new profile, perform the following:
1. From the Export Menu, click the CREATE NEW PROFILE option. The "New
Export Profile" screen appears.

New Export Profile

Templabe salect

2. Type a NAME (usually a name to match the receiving system data) and press the
TAB key.

3. Click the TEMPLATE drop-down menu arrow to select an existing export
profile as a template (normally HL7 Version 2).

4. Click the CREATE button. The "Edit Export Profile” screen appears with several
sections (shown below). Each screen section will be described. Once an export
profile has been created, more menu options appear. The menu options are:

o Select Export Profile: Switch to a different profile. Used when there are
one or more profiles created.

o Profile & Batches: Shows a summary of the profile, a button to edit the
file, and a list of batches that have been created and exported previously.
To see more details on the batches, click the line for the export batch.

o Code Values: The code values show the values that have been exported
by past exports. While the import interface allows mapping to a standard
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code set, this interface allows for mapping to a user-defined value. In
this way non-standard code sets can be specified for export.

o Schedule for Later: Exports are normally scheduled to occur on a regular
basis. Several options control how this is done.

o Export Download: Allows for custom downloading of data.

General Settings (Edit Export Profile)

The first section is titled, "Edit Export Profile.” It contains the General Settings that were
initially selected during creation.

Edit Export Profile (disabled)

Name Text Ekpon Profile

Based On HL7 Version 2

Type HL7

Enabled [

Template

Log Level Verbose

Export for ages o months to (215 | months
VaccineCodes | [ | cT Wi cvx
Tn&ﬂﬁif&e&is W' W Demographic ¥ Vaccination
HL7 Version 231

The fields are described in the table below:

| Field | Description |

This is the human readable description for this profile. Often this is named to
Name match the system that this data will be sent to. Pick a short name that will make
sense to the registry and provider staff.

Lists the name of the profile that this one extends from. All settings on this
Based On parent profile flow by default into this one. This was decided at the time of
profile creation and cannot be modified at this point.

All profiles have a basic type. This controls how the messages are constructed.

Type This was defined at the time of profile creation and cannot be modified at this
point.
Enabled Indicates that this profile can send data. If not enabled, then the data will not be

exported or sent.

Indicates that this profile can be extended and become a parent to other
profiles. Normally most profiles are not templates, but if this is marked as a
template, it will be listed as a profile that can be extended from when creating
new profiles.

Template
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| Field | Description |

The level of messages that should be saved for each message exported. A
verbose level indicates that all information messages should be saved.

o Verbose - All issue messages should be saved.

e Information - All informational, warning, and error issue messages are

saved.

o Warning - All warning, and error issue messages are saved.

o Error - Error issue messages are saved.

o None - No messages are saved.

Defines the minimum and maximum ages of the patients to be exported. Use
this option to limit exports to narrow a pediatric population.

Indicates which vaccine codes to send. It is recommended to indicate at least
one of these options; otherwise, no vaccine code will be sent.

Include records |[Indicates what kind of data you are exporting. It is recommended to indicate at
changes: least one of these options; otherwise, no data will be sent.

HL7 Version  |Allows the user to configure which HL7 version they wish to use. |

Log Level

Export for ages

\accine codes

Vaccination Level Settings

Export Settings

Send vaccination deletes Wl

Send vaccinations as historical '

Send contraindications

Send TB indurations

Send multiple birth count

Send name, gender, dob from reserve record

Exclude:
Records added/updated by this HL7 account 4
Vaccinations with no CPT code '
Vaccinations with no CVX code v
Vaccinations outside query range and not new patient | |

Indicate vaccination given at Facility or IRMS v
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The fields are described in the table below:

| Field

Description

Send vaccination
deletes

Deleted vaccinations can be indicated in HL7 but they look very similar to
valid updates. Systems that do not look for the "delete flag" may
incorrectly add vaccinations when receiving deletes. Before sending
deletes, make sure the receiving system is ready to accept them. (not
supported in WIR)

Send vaccinations as
historical

Check this box to force all vaccinations to be marked as historical.

|Send contraindications||Send contraindications with vaccinations as observation segments.

Send TB indurations ||Send TB indurations.

Send multiple birth
count

The HL7 Standard supports reporting the birth position and whether the
birth is a multiple birth or not (e.g., 1st in a multiple birth, 1st in a single
birth). Both IWeb and WIR store the birth position and the birth count
(e.g., 1st of triplets, 1st of a single birth). Checking this box indicates to
the 1IS that it can send the multiple birth count (1, 2, 3, etc.) instead of just
the multiple birth indicator (Y or N), and the receiving system will process
it properly.

Send name, gender,
DOB from reserve
record

Some receiving systems match on name, gender, and DOB. This can
cause problems when patients are updated by other systems. Both IWeb
and WIR will always report back the most up-to-date name which may be
different from what was originally reported. Checking this box forces
these data items to reflect what was originally reported, if it is available.
In this way if "Billy" was originally reported, then "Billy" will be sent
back even if someone else updated the name to "William."

Exclude

These options are used to exclude specific vaccinations from being sent
with the record. By default, all vaccinations are sent with each record
unless excluded for the reasons below (listed in the next four rows of this
table).

Vaccinations
added/updated by this
HL7 account

IWeb tracks who adds/updates vaccinations by user account. Every HL7
account is a user account and so every update by an HL7 user account is
tracked. This option removes immunizations that were reported by this
account. This stops IWeb from updating this user with information that it
already reported to IWeb.

If the HL7 account is used for regular IWeb use and patient records are
modified using this account then changes done by this account will be
filtered out with this option. This parameter is only active for IWeb
integration.
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| Field | Description |

If the receiving system stores the immunizations by CPT code then it is no
use to send vaccinations that do not have CPT codes since the receiving
Vaccinations with no ||system will not be able to accept them. Standard vaccinations have CPT
CPT code codes. IWeb vaccinations without CPT codes usually represent items that
are modeled in IWeb as vaccinations, but are not really vaccinations and
thus, do not have an assigned CPT code.

If the receiving system stores the immunizations by CVX code, then it is
no use to send vaccinations that do not have CVX codes since the
Vaccinations with no |[receiving system will not be able to accept them. Standard vaccinations
CVX code have CVX codes. IWeb vaccinations without CVX codes usually
represent items that are modeled in IWeb as vaccinations, but are not
really vaccinations and thus, do not have an assigned CVX code.

The previous option was not complete because if a patient was already in
IWeb, but just newly added as a new patient to the provider, only a part of
Vaccinations outside |{the record within the query range would be returned even though the
query range and not  |lentire record was needed. This option limits the previous exclusion by not
new patient excluding the vaccinations if the patient has just been associated with this
provider whereby, in this situation the provider can get a full patient
record. This parameter is only active for IWeb integration.

Indicate vaccination ||[Determines whether the Facility or Organization information is sent as the
given at vaccination location.

Issue Resolution

Before exporting a message it is reviewed for potential data quality issues. Not every
issue listed here is necessarily a data quality issue, instead these issues should be
reviewed for each interface and a determination made about how each issue should be
handled. The options appear in the far-right column in a drop-down menu.

The options are listed in the table:

\ Option H Description |
lignore  ||Do no pay attention to this issue; okay to export. |

Do not export the vaccination (if issue at vaccination level) or skip the entire
message (if issue at the patient level), do not warn or error because of this issue.

\Warn  |ILog a message for later review; okay to export. |
[Error  |Log a message for later review; do not export the message. |

Skip

83

- ADVANCING POPULATION HEALTH OUTCOMES THROUGH INFORMATION TECHNOLOGY



Chapter 10: Export Profiles Menu gcfe

Issue Resolution

Guardian Name is missing Wam =«
Guardian Name is invalid ignore ||
Next of Kin Skip e
Next of Kin Phone Invalid it
Next of Kin Phone Missing o |
Next of Kin Relationship Invalid Wam -
Next of Kin Relationship Missing Wamn

Next of Kin Relationship Unrecognized Wam
Patient Address is invalid Warmn
Patient Address is missing Wain
Patient Address City is missing Wam
Patient Address County is missing Wam
Patient Address County Is invalid Warmn
Patient Address County is unrecognized Wam
Patient Address State is invalid Wam
Patient Address State is missing Wam
Patient Address State is unrecognized Wam
Patient Address Zip is invalid Wam
Patient Address Zip is missing Wam
Patient Birth Date Is In future Error
Patient Birth Date is invalid Emor
Patient Birth Date is missing Error
Patient Birth Date is too old Warn
Patient Consent is invalid lgnore
Patient Consent s missing lgnore

84
- ADVANCING POPULATION HEALTH OUTCOMES THROUGH INFORMATION TECHNOLOGY




Chapter 10: Export Profiles Menu si T"e

Patient Consent is unrecognized Wam
Patient Facility Id is invalid || wam
Patient Facility Id is missing gnote  ~
Patient Facility Id is unrecognized Wam ~
Patient Facility Name is missing Wam
Patient First Name is invalid Error
Patient First Name is missing Emor  *
Patient First Name is too long || wam -
Patient First Name is too short 1 Emor
Patient Language is invalid || wam
Patient Language is missing Wam
Patient Language is unrecognized Wam
Patient Last Name If invalid Error
Patient Last Name is missing || Emor w
Patient Last Name is too long || wam -«
Patient Last Name Is too short || Emor
Patient Medicaid Number is Invalid || Wam
Patient Medicaid Number is missing Wam
Patient Middle Name is invalid | Wam ~
Patient Id is invalid Error
Patient Id is missing Error
Patient Phone |s invalid Wam ~
Patient Phone is missing Wam
Patient Race is missing Wam
Patient Race is invalid Wam
Patient Race Is unrecognized Wam ~
Patient Sex Is invalid Error

85
- ADVANCING POPULATION HEALTH OUTCOMES THROUGH INFORMATION TECHNOLOGY




Chapter 10: Export Profiles Menu SI T‘g

Patient Sex is missing Eror
Patient Sex is unrecognized Wam v
Patient skip Wam ~
Patient SSN is invalid Wam v
Patient SSN is missing Wam v
Patient Vaccinations missing Wam v
Vaccination Action Code is missing Wam ~
Vaccination Action Code is invalid Wam -
Vaccination Action Code is unrecognized Wam ~
Vaccination Code is missing Eror
Vaccination Code is unrecognized Wam ~
Vaccination Code is invalid Wam ~
Vaccination Date before Date of Birth Error ~
Vaccination Date is in future Error ~
Vaccination Date is invalid Error ~
Vaccination Date is missing Error v
Vaccination Facility Id is invalid Warn v
Vaccination Facility Id is missing Ignore
Vaccination Facility Id is unrecognized Wam =
Vaccination Facility Name is missing Wam =
Vaccination Given By is missing Wam =
Vaccination Entered By is missing Wam =
Vaccination Lot is invalid Wam v
Vaccination Lot is missing Wam =
Vaccination Lot Expiration Date is invalid Wam ~
Vaccination Lot Expiration Date is missing Wam ~
Vaccination Lot Expiration Date before Immunization Date Ignore ~
Vaccination Manufacturer Code is invalid Wam v
Vaccination Manufacturer Code is missing Wam v
Vaccination Manufacturer Code is unrecognized Warn ~
Vaccination Site is invalid Ignore =
Vaccination Site is missing Wamn v
Vaccination Site is unrecognized Wam v
Vaccination skip Wamn v
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HL 7 Options

HL7 Options

Patient Id Type

Application Type

-5elect~

Consent Fleld Location | --select-

The fields are described in the table below

Q0
STC

| Field

Description

Patient Id Type

The PID-3 field may include one or more ids of which one should be the
MRN. To differentiate between different IDs, each is given an identifier.
Common identifiers include:

e MR Medical Record Number

e PT Patient Identifier

o [blank] No identifier is sent

o Other value Defined by sender
Enter the identifier that the receiving system is expecting to receive.

Application
Type

Indicate what kind of application will be receiving data:

o CDC Standard Messages only include fields explicitly defined by
CDC standard docs
McKesson DFT messages are formatted to newer standards
MiSys DFT messages are formatted to older standards
QS-Insight messages standards are the same as the CDC Standard
STC-IWeb Includes support for IWeb-specific fields and data
STC-CDR

Consent Field
Location

Select from the drop down the field location of the consent.
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Q0
STC

Select Export Profile

This option allows you to select the Export Profile from a list.
1. Click on the SELECT EXPORT PROFILE option. The "Available Profiles"
pop-up window appears which overlays the screen you were previously using.

Available Profiles

Name id Type Status

Text Export Profile |260 [HL7 | Disabled

2. Locate the Export Profile you want to access and click it. The "Export Batches"

Screen appears.

Export Profile
Nam#

Text Expert Profie

Type

HLY

Profile Id

Provider

Sistus

Next Scheduled Run

Start Dato

Period
Method

250
Disstied

Cususd

|01/0772015 4.00:00 AN

a1/cE2018

| Every day

Flle
C.lihubReports

Schedule for Expont

[Sphtting

Disadked

| Bateh Size

B

Export Batches

No maiching results found

3. You may perform the following on this screen:
o Edit the Export Profile by clicking the EDIT button. Continue to the
section titled, "Create New Profile" for instructions.
o Display the PRINT PREVIEW of the file providing the option to
PRINT. A new window opens with the same data as shown under step 2
above except with a PRINT button versus PRINT PREVIEW.

Profiles & Batches

This option shows a summary of the profile, a button to edit the file, and a list of batches
that have been created and exported previously. To see more details on the batches, click
the line for the export batch. Please refer to the section above titled, "Select Export
Profile - Steps 2 and 3" for details.
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Code Values

Similar to the import interface the code values show the values that have been exported
by past exports. While the import interface allows mapping to a standard code set, this
interface allows for mapping to a user-defined value. In this way non-standard code sets
can be specified for export. Each exported code has a status; the statuses are:

e Active: Code value is valid and is exported normally.
« Invalid: Code value is known to be an incorrect value.
e Unrecognized: Code value could not be found in standard mapping.

When a code is invalid or unrecognized, the interface can be configured to generate an
error, skip the immunization or message, or ignore the issue.

To view the Code Values, perform the following:
1. Click the CODE VALUES option. The "Code Value Tables" list appears.

Frovt Prevaw
e P resoss Name » i Urhinswn Value

7
G [Convaindization and Presumed Immaniy o
\d S ourtry J
10 \Courey 2
1 raceny o
12 |nauraste Company O
13 Langusge
14 <o Nurtbet
8 Marafactirer MK Code
0] Dey s an o

Face 0

[] Awaen "W
19 Sex Y]
]

Sk

VFC
VIS Barcode !
23 vace Action Cace A
DLOE2015 115101 AM End of Report

2. 'You may perform the following on this screen:
o Display the code Value Details by clicking on the row. The "Code Value
Details" appear.

Pnnt Previen

va Code Value ¥ Sena Vaiue Stus
1 &1 B \Unrecognized
62 62 Junrex ognized

End of Raport 0712212611 21148 PAY

o Display the PRINT PREVIEW of the Code Values providing the option
to PRINT. A new window opens with the same data as shown except with
a PRINT button versus PRINT PREVIEW.

o Print the Code Value Tables List by clicking the PRINT PREVIEW
button. A new window opens with the Code Value Tables as shown above
except with a PRINT button versus PRINT PREVIEW.
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Schedule for Later

Once a profile has been created, it can be scheduled for export on a regular basis.
To schedule an export for later, perform the following:
1. From the Export Menu, click on the SCHEDULE FOR LATER option. The
"Edit Schedule for Export™ screen appears.

Slatus tare
Start Date

Methos

Locaton

MName

Sawe

The fields are described in the table below:

| Field | Description

Indicates the current operating status of this scheduled export.
o New Default state, export is not scheduled to run.
e Queued Export is ready to run and will run the next time scheduled.
Status « Disabled Will not run, has been disabled.
e Errored Will not run, the last export resulted in an unexpected error. Must be
manually restarted.
e Stopped Export has stopped.

Indicates how often to run the export. The export will run with a start date equal to
the last run date and the end date being the current time; thus, if an export is
scheduled Every Day it will run at the time scheduled for the application on the App
settings and export all changes since the last export.

The initial start date that should be used the first time this export runs, or the next
start date that will be used if this export is currently running. This value may be back-
dated at any time in order to increase what is exported the next time. Either type the
date using the format mm/dd/yyyy or click the calendar icon to pick a date.

Note: Remember that the "Start Date" is the start of the export window and not when
the export will begin to run.

Indicates what should be done with the export once it is complete. All data exported
is saved in the database for future retrieval. If another option besides "Saved" is
selected, the data will be exported to the location defined in the field "Location." At
this time the only other option available is "File" in which case the export will be
saved to a local file directory. Even if the data is saved to a File, it is always available
for download again at a later time.

The location where the export should be sent. Must be defined if a value besides
"Saved" is selected for Method.

This is an optional value that is used to specify a name that may be used when
sending the data. For the file method the name is used to make part of the file name.

Period

Start Date

Method

Location

Name
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| Field | Description |

A checkbox that allows you to turn Reciprocal Batch splitting on (checked) or off
(unchecked). If the checkbox is checked, type the size of the batch size in Batch Size
field in Kilobytes.

Allows you to specify the Reciprocal Batch size when the "Enable Splitting"

Batch checkbox is checked/enabled. The field should be disabled and ignored if reciprocal
Size batch is turned off. It should be grayed-out in the GUI.

Note: If Enable Splitting is turned off, this field will be disabled and grayed out.

Enable
Splitting

2. Ataminimum, set the STATUS as "Queued,"” select an appropriate PERIOD,
and set the START DATE.
o Remember that the start date is the start of the export window and not
when the export will be run.
o For example, if you want the initial export to include data for the last three
(3) months, you should set the start date to 3 months ago. Once the first
export is completed the start date will be set to the current date.
o Atany time you may edit this export file to set the date back in time again
for a new initial export.
3. Click the SAVE button.

Export Download

The Export Download option allows for custom downloading of data. The export is
generated on-demand. To start the export, the starting and ending dates must be selected.
These dates are the date range for the changes you are looking for. If the user has the
right permissions, they may also select which Organization they wish to export for.

To download data, perform the following:
1. From the Export Profiles Menu, click the EXPORT DOWNLOAD option. The
"Export Download" screen appears.

N

Select the FROM and TO dates.
Select the PROVIDER from the dropdown.
4. Click the DOWNLOAD button.

.
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Chapter 11: Imports Menu

The Imports Menu contains utilities to help review data that has come into the system in
general through HL7 interfaces.

Message Search

To search for imported messages, perform the following:
1. From the Imports Menu, click the MESSAGE SEARCH option. The "Message
Search" criteria screen appears.

Filtee [-]
Patient ID;
Start Date:
End Date — I3
Scope Type ® Provider ) impon Profile ) Usar ) Faciitty
Providers:
Batch 1D(s)
Message ID(s)
View Options [ -]
Fitter View ® Day ( Batch () Message
Messages Retumed. 500 | Search |
Run Action on Filter [ -]
Custom Repont ’ 7Run7
Show 10 V! entries Search
Submit Date Total Messages Total Errors
11/21/2014 1 0
11202014 29 15
11/18/2014 25 13
11/13/2014 2 2
10V292014 4 2
10/28/2014 10 0
10/24/2014 5 0
101232014 2 (¢
10/22/2014 16 1
10:21/2014 37 ¢
Showing 1t 10 of 139 entries First| Previous 41 2/ /3 (4 |3  Next |Last
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2. The fields are described in the table below:

| Field | Description |
[Filter |As needed, filter by any of the fields identified below. |
| Patient ID |Enter Patient 1D (MRN) |
| Start Date |Start Submission Date |
End Date End Submission Date
To further drill down the search criteria by Provider, Import Profile,
User, and Facility
Scope Type Note: Providers, import profiles, users, and facilities are restricted by
the user's allowed view of data in the 11S and by entities that have had
data imported under them.
Providers Select from the drop down the Provider(s)
Batch I1D(s) Enter the Batch ID of imported messages; multiple values can be

entered separated by commas.

Message ID(s)

Enter the Message ID that PHC-Hub assigned once imported;
multiple values can be entered separated by commas.

View Options

Day

Each search result represents a day on which messages were imported
matching the search criteria. The total number of matching messages
imported and how many of those messages erred are displayed.
Clicking one of the result rows will result in another search being
executed limited to the selected day and displaying the results in
Message view.

Batch

Each search result represents an electronic submission that matches
the search criteria. The submitting user, import profile, and associated
provider are displayed along with message aggregates. Clicking one
of the result rows will result in another search being executed limited
to the selected batch and displaying the results in Message view.

Message

Each search result represents a message received that matches the
search criteria. The submitting user, import profile, and associated
provider are displayed along with (if they were parsed) the patient's
MRN, first and last name, and the status of the imported message.
Clicking one of the results will display the Message Review page
with imported message, response message text, and issues raised
upon import. A link back to your search is provided at the top left of
the Message Review screen.
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| Field | Description |

Messages Returned ||A text field on the Message Search screen to limit the messages
returned in the search results. The default value is 500. For optimal
performance, it is recommended that users specify less than 100
results for Day View and less than 500 results for Batch or Message
View. In rare circumstances when a large number of results are
required, a maximum of 9,999 results may be specified. Caution
should be used when specifying more than 1,000 results to ensure that
your hardware can handle the load.

Run Action on Filter||[Runs two reports, Trial Patient Deduplication Report and Trial
Lot Matching Report (neither reports are working at this time).

3. Execute a search with your specified criteria by clicking the Search button.
4. From the Search Results screen,
o Top right hand side there is the option to Search by any of the table
entries, i.e., Message ID, Status, Patient Last Name, etc.
o Bottom right hand side there is the option to toggle between the pages of
the search results.

Review Errors and Warnings

The Review Errors and Warnings option provides a simple interface for quickly viewing
errors and warnings received. To explore this functionality, click the "Imports™ area on
the left-hand menu and select "Review Errors and Warnings."

To review Errors and Warnings, perform the following:
1. Click the ERRORS AND WARNINGS option. The "Error and Review
Configuration™ screen appears.

Error Review Configuration

Messages/Batches avallable for raview 111
Message/Batch ALL -
Total number of Errors and Warnings 534
Result Type Al -
Address gata
Patent data
Data Review
hpe Vaccination data
Physkian data
Seawch
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2. The fields are described in the table below:

| Field [ Description |

Messages/Batches
available for review

This will display the total number of messages you can review.

Select the specific message you would like to review. The messages
are organized into numbered batches, which you can see in the
"Profile & Batches" section of the selected import profile.The drop
down lists the batch number's associated with messages that contain
errors/warnings along with the date of submission. This drop down
does not list the message IDs themselves.

Total number of This will display the total number of errors and warnings present for
Errors and Warnings |[your import profile.

If you would like to limit your review to only errors or only

Message/Batch

Result Type warnings, select that option here.
All errors and warnings are grouped into one of four types - Address
. Data, Patient Data, Vaccination Data, and Physician Data. If you
Data Review Type

would like to limit your error reviews to a particular data type, select
them here.

3. Select the search criteria by clicking the drop-down menus and/or check boxes,
and click the SEARCH button. The "Search Results" appear.

Item Number Field Name Date of Import

{ 'vaccination site |08122/2011
[2 vaccination site 06/21/2011
1B vaccination site 06/21/2011
{s | route 06/22/2011
5 route 06/21/2011
6 vaccination route 06/21/2011
7 person that Id 06/29/2011
18 person that id 06/22/2011
{s I person that id 11
10 | person that Id 06/21/2011
'11 vaccination person that vaccinated Id 06/21/2011
39 vaccination date 05/17/2011
40 vaccination date 05/17/2011
41 ination cvx code 1
42 cpt code 11
43 Ivaccination cpt code 06/22/2011
L8 vaccination cpt code 06/21/2011
45 cpt code 06/21/2011
46 (vaccination action code 06/29/2011
47 vaccination action code 06/22/2011
48 action code 06/22/2011
49 action code 06/21/2011
50 action code 06/21/2011
Next Review Group
5 = Back 4
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4. The top part of the screen lists the total errors located and the group you are
viewing. To view the next group, click the NEXT REVIEW GROUP button or
click the BACK button to return to the "Error Review Configuration™ screen.
When you click the NEXT REVIEW GROUP button and you have reached the
last group, the PREVIOUS REVIEW GROUP button appears.

5. To view the DETAILS, click on the row. The "Error Details - Import Log™ screen
appears.

1ol 50 m

mport Bateh i | 62
) MNP-IVI wis pubbcation dale
lasue r;;x;.m“ S
| Fiskd Value
Response Action | £rriv
Details | vi= publcation dale = missing
Back Canceal

m 04302012 1 4552 PM
Status Efmues

6. The fields are described in the table.

| Field | Description |
import Batch ID |[This will display the import batch ID for the current error or warning. |
This will display the name of the field that contains the error or warning. If

Field Name the error or warning was generated because of a violation to the HL7
specification, the field name will read "HL7."
lIssue | The error/warning reason will be displayed here. |

This will display either "Error" or "Warning" based on the severity of the
issue raised. This severity can be defined in your import profile.

IDetails |/ Any additional details about the error/warning will be displayed here. |

Response Action

7. The Import Log information displays the Date, Status, and actual Import Text of
the message that generated the error or warning.
8. Click one of the available buttons:
o PREVIOUS - to view the previous Import Error.
o NEXT - to view the next Import Error.
o BACK - to return to the Errors list.
o CANCEL - to return to the Search screen.

96
- ADVANCING POPULATION HEALTH OUTCOMES THROUGH INFORMATION TECHNOLOGY




Chapter 12: Reports Menu g‘fe

Chapter 12: Reports Menu

Stock Report

To create a report, perform the following:
1. From the REPORTS menu, click the STOCK REPORT option. The "Reports"
screen appears.

Report Type et .
[E G

Attastaton Raport

Rea Tene Davly Raport

mport Profle Emor Rapedt
Patiant Data Quaity Repont
Viaccination Data Cuality Repord

Provider Detad Error Repont

2. Click the drop-down menu and select the desired report.
3. Click CREATE.
4. The "Report Parameters" screen for the selected report appears.
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Attestation Report

The report is for Registry Client Users only and is not available to WIR clients.
The purpose of the Attestation Report is to display providers that have met one of the
three levels of Meaningful Use Attestation:
1. Communication has been established with an electronic vaccination registry.
2. HL7 messages have been sent from a provider to the registry, but the message
may have been rejected by the registry.
3. HL7 messages have been sent from a provider to the registry, and the message has
been accepted by the registry.

The conditions for attestation can be configured as shown below.
1. Fromthe REPORTS Menu, click the ATTESTATION REPORT and then click
CREATE. The "Attestation Report Menu'" appears.

Altostanon Report Menu [ - |

Date Range From i To

Organization
Organization Group
Facility

Facility Group

VFC Pin

Requered Flelda

Baok Croote Hepont

2. The fields are described in the table below:

| Field | Description |
IDate Range | The date range is to check for attestation from providers. |
To limit the report by the Organization or Organization Group, click the drop-

down menu arrow to select a specific Organization/Organization Group. You may

also choose to not limit by Organization by not selecting an Organization or
Organization Group.

Organization

Organization Note: An Organization Client (or View) user can only run the report for either an

Group Organization or Organization Group when they are assigned to an
Organization/Organization Group. If they aren't assigned to an Organization
Group, the Organization select drop-down will not display.

| Field | Description
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To limit the report by the Facility or Facility Group, click the drop-down menu
Facility arrow to select a specific Facility/Facility Group. You may also choose to not limit
by Facility by not selecting a Facility or Facility Group.

Facility Note: A Facility Client (or View) user can only run the report for either a Facility
Group or Facility Group when they are assigned to a Facility/Facility Group. If they aren't
assigned to a Facility Group, the Facility select drop-down will not display.

\VFC Pin HTo narrow the report to a particular VFC PIN. \

These fields are used to choose which HL7 fields are required to meet Meaningful
Use Level Three Attestation. If a provider sends a message to PHC-Hub without
one of the fields defined here, the provider will not meet level three attestation
requirements. The selectable fields do not include fields required by the HL7
specification, such as patient name or patient date of birth. To select a field, simply
click on it and the field will be added to the box.

e Zip Code
Patient SSN
Patient Death Indicator
Country
Patient Birth Place
Phone
Patient Primary Language
Physical Address
Patient Immunization Registry Status

City
Required VFC Status
Fields Patient Race

Patient Alias

Patient Birth Order

Patient Mothers Maiden Name
Street Addressl

Patient Primary Facility 1D
Patient Medicaid Number
State

Patient Gender

Patient Primary Physician 1D
Patient Primary Facility Name
Patient Death Date

County

Patient Middle Name

Patient VFC Effective Date
Patient Publicity Code

Street Address2

3. Select the report criteria.
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4. Click one of the available buttons:

o BACK - To return to the previous screen.

o CREATE REPORT - To display the report in a new browser window.
These instructions assume you clicked the CREATE button (Illustration is
shown below).

= Once the report displays the output, there are three separate
collapsible tables that appear with a + or - in a square (outlined in
red below).

= Click the + to expand the data, click the - to collapse the date.

Attestation Report

res a

Provider: e

VFC Pin ~

Dane Range

NMegured Fuids

| Sent Sata in
NN Marre | Faciity Name
L Sent valid HLT in
RS Mame | Pacitty Name
Sent valkt HLT in with recured felds

RMENMMNe T T Fackitg Name
ASUZONA S5
ARIZONA F5
OrCHLE NC_FAL
PATE0E FACILITY |
AN s LADANYAS EACLITY
REPNIGE
RESCK
rE NI
8 GRO
8 Ofed
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Real Time Daily Report

The report is for Registry Client Users only. The Real Time Daily Report lists totals for
the following categories:
« DOB's all same
All names same
Medical Record Number not unique
Patient and Responsible Party are same
Submissions Rejected
Truncated Names
Different Vaccine Types

1. Fromthe REPORTS Menu, click the REAL TIME DAILY REPORT option
and then click CREATE. The "Real Time Report" screen appears.

Reeal Time Report [-]

Date

Back | Creale Repaor

2. The fields are described in the table below: Type the DATE for the report; e.g.,
07012011 would submit a report for July 1, 2011.

|Field|| Description |
IDate |[Enter the date for the report; e.g., 07012011 would submit a report for July 1, 2011. |

3. Select the report criteria.
4. Click one of the available buttons:
e BACK - To return to the previous screen.
« CREATE REPORT - To display the report in a new browser window.
These instructions assume you clicked the CREATE button (Illustration is
shown below).

Real Time Daily Report
02116/20156
Daily Totals

DOE's all same 22
All names same 22
Madical Recond Numbeaer not unigue L
Patant and Responsibla Party am same o
Submissns Reyecied 58.00 %
Truncated Names (4]
Dafforent Vaccine Types 7
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Import Profile Error Report

The Import Profile Error report lists the Import Profile errors by batch or by a specific
data range. The report can be run now or scheduled to run later and includes the Profile
ID, Profile Label, and Issue Resolution (percentage rejected).
1. From the REPORTS menu, click the IMPORT PROFILE ERROR REPORT
and then click CREATE. The "Import Profile Error Report™ screen appears.

Impon Profbie Error Raport Menu |~ |

Batch
Date Range From Yo

Back | Conate Repon

2. The fields are described in the table below:

| Field | Description |
Lists all the batches that experienced errors. Click the drop-down menu arrow
to view a specific batch number.

IDate Range | The date range to check for batch import errors. Type the FROM and TO dates. |

Batch

3. Select the report criteria.
4. Click one of the available buttons:
o BACK - To return to the previous screen.
o CREATE REPORT - To display the report in a new browser window.
These instructions assume you clicked the CREATE button (Illustration is

shown below).

Import Profile Error Report

Profile-lovel errors output
Profile Id Profile Label Issue Resolution

242 Lindx's Test Profile 1.78 % of submissions repected
242 Linda's Test Profile All names same
242 Lindx's Test Profile Too many pabents with same name
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Patient Data Quality Report

This report is available to WIR clients. The Patient Data Quality report lists the
individual Patient Names and Birth Dates for Patients with missing data elements so that
these Patients can be reviewed and fixed.
1. From the REPORTS menu, click the PATIENT DATA QUALITY REPORT
and then click CREATE. The "Patient Data Quality Report" screen appears.

oo Lty o |

Lant Lipsitate Dt Hangs From To
Derth Dote Rangs rrom 1
Orgmniemtion

Ocgamemtion Geoug

Faciley

Feciiny Group

VEC Pin

Meylon

Minaing Ve |atites

Import Diffsrencas

Bl Comatn Focan

2. The fields are described in the table below:

| Field || Description |

To limit the report by the Last Update Date Range, type the FROM and TO date in
using the format MM/DD/YYYY. Note: After clicking a selection, the checkbox

Last Update

Date Range automatically selects.
Birth Date To limit the report by the Birth Date Range, type the FROM and TO dates in using
Range the format MM/DD/YYY'Y. Note: After clicking a selection, the checkbox or radio

button automatically selects.
| Field || Description |

Organization ||To limit the report by the Organization or Organization Group, click the drop-down
menu arrow to select a specific Organization/Organization Group. You may also
Organization ||choose to not limit by Organization by not selecting an Organization or

Group Organization Group.

Note: An Organization Client (or View) user can only run the report for either an
Organization or Organization Group when they are assigned to an
Organization/Organization Group. If they aren't assigned to an Organization
Group, the Organization select drop-down will not display.

To limit the report by the Facility or Facility Group, click the drop-down menu
arrow to select a specific Facility/Facility Group. You may also choose to not limit
by Facility by not selecting a Facility or Facility Group.

Note: A Facility Client (or View) user can only run the report for either a Facility
or Facility Group when they are assigned to a Facility/Facility Group. If they aren't
assigned to a Facility Group, the Facility select drop-down will not display.

To limit the report by a specific VFC PIN, click the drop-down menu arrow to
view/select a valid choice. Note: After clicking a selection, the checkbox or radio

Facility

Facility Group

VFC PIN
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| button automatically selects. |
IRegion I To limit the report by a specific District/Region, type the name/number in the field. |

To select a field, simply click on it and the field will be added to the box.
The missing variables can be one or more of the following:

Patient Medicaid Number

Street Address 1

Patient SSN

Physical Address

Patient Gender

Patient Middle Name

Phone

VFC Status

County

State

Patient Race

Zip Code

City

The report output displays only those patients missing one or more of the variables
selected from this multi-select list.

Includes the "Import Differences"” with one or more of the available differences.
o Birth Order Differences
« Birth Count Differences

Missing
Variables

Import
Differences

3. Select the report criteria
4. Click one of the available buttons:
o BACK - To return to the previous screen.
o CREATE REPORT - To display the report in a new browser window.
These instructions assume you clicked the CREATE button (Illustration is
shown below).

Regintiy Pasieur Data Qualiny Detail Stepust
Augues o5 2001

L R R L L b o S——

FACILITY UNDEFINED

Tmport Differences
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Vaccination Data Quality Report

This report is available to WIR clients.The Vaccination Data Quality report displays the
Names, IDs and Birth Dates of the Patients with suspect VVaccinations so their records can
be examined and corrected, when necessary. It summarizes vaccinations outside of
recommended administration age or administered vaccinations that were given from
unspecified vaccine types. It includes all applicable vaccination warnings.

1. From the REPORTS menu, click the VACCINATION DATA QUALITY
report and then click CREATE. The "Vaccination Data Quality Report™ screen
appears.

Facility

VFC Pin

Region

Display by

Naconation Dada Quasty Repon | - |

Vaccination Date Range
Rirth Date Rangs

Organizaton

Organization Group

Facility Group

2 T

= T

Back Create Hepon

2. The fields are described in the table below:

| Field || Description
Vaccination To limit the report by Vaccination Date Range, type the FROM and TO
date in using the format mm/dd/yyyy. Note: After clicking a selection, the
Date Range -
checkbox automatically selects.
Birth Date To limit the report by the Birth Date Range, type the FROM and TO dates
Range in using the format mm/dd/yyyy. Note: After clicking a selection, the

checkbox or radio button automatically selects.

Organization

Organization
Group

To limit the report by the Organization or Organization Group, click the
drop-down menu arrow to select a specific Organization/Organization
Group. You may also choose to not limit by Organization by not selecting
an Organization or Organization Group.

Note: An Organization Client (or View) user can only run the report for
either an Organization or Organization Group when they are assigned to an
Organization/Organization Group. If they aren't assigned to an
Organization Group, the Organization select drop-down will not display.

Facility

Facility Group

To limit the report by the Facility or Facility Group, click the drop-down
menu arrow to select a specific Facility/Facility Group. You may also
choose to not limit by Facility by not selecting a Facility or Facility Group.
Note: A Facility Client (or View) user can only run the report for either a
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Facility or Facility Group when they are assigned to a Facility/Facility
Group. If they aren't assigned to a Facility Group, the Facility select drop-
down will not display.

To limit the report by a specific VFC PIN, click the drop-down menu
VFC PIN arrow to view/select a valid choice. Note: After clicking a selection, the
checkbox or radio button automatically selects.

To limit the report by a specific District/Region, type the name/number in
the field.

To limit the report to display by Vaccine or Vaccine Group. Click the drop-
down menu arrow to view/select a valid choice.

Region

Display By

3. Select the report criteria
4. Click one of the available buttons:
o BACK - To return to the previous screen.
o CREATE REPORT - To display the report in a new browser window.
These instructions assume you clicked the CREATE button (Illustration is
shown below).

Vaccination Data Quality Detail Report
December 06, 2011

This Vaccination Data Quality Detail Report is used to enable identification of the patient and vaccination records which were outside of the administration age or
administered vaccinations that were given from unspecified vaccmne types.

* Denotes an orphaned vaccination record. This ID is the patient’s Medical Record Number as was imported with this vaccination by the registry. There is no
associated patient record in the registry and, therefore, no SIIS Patient Number has been generated.

Vaccination Date Range: 06/0172011 to 12/0172011

Your request found no invalid vaccinations. Your input: IRMS: 1000, Facility: TEST FAC, VFC Pin: None.
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Provider Detail Error Report

The Provider Detail Error Report will detail message errors for providers after they are
live so they can continue to monitor their data accuracy and completeness. This report
will detail the various errors and warnings that are identified by the PHC-Hub validations
set-up by the state. The report includes date of message import and message error type by
medical record number, message ID and vaccine date if available in message.

1. From the REPORTS menu, click PROVIDER DETAIL ERROR REPORT
and then click CREATE. The "Provider Detail Error Report™ screen appears.

Provadss Detied Ervor Regon |

Patient id

Date Rangw From = To =3

Scope Type 9 Pyovidler import Profile User Facility

Providers

Batch Kin)

Message ID(s)

Sort By v W Ascondng | Descenting  Add Sort Rude

Diuplay Warnings ¥ Errors Wamings and Erors
Repaort Style ¥ HTML {view In browser) CSV(view in spreascsheet)

Dok Creete Hepodt

Schedule Report

{overaTiios the star and and daies)

Faaport Name

Emat
Which emal sddrusses should racetve the schoduled ropoct?

Schecde ()
When shoukd ®9s report be run?

¥ Une Weekly reporsng schodulo Use Monthly reporing =chedoe
n Mon Tue Wed Thu " Sat

Fesot Schodule
Ropoe Time Parked |~ )

Fosuls will ncude data for e st

Canos  Save

107
- ADVANCING POPULATION HEALTH OUTCOMES THROUGH INFORMATION TECHNOLOGY




Chapter 12: Reports Menu gcfe

2. The fields are described in the table below.

| Field | Description
Patient ID To limit the report by a Patient ID, enter the ID.
Note: After clicking a selection, the checkbox automatically selects.
Date Ranae To limit the report by the FROM and TO dates in using the format MM/DD/YYYY.
9 |INote: After clicking a selection, the checkbox or radio button automatically selects.

Scope Type |[Search at the Provider, Import Profile, User or Facility level. |
Providers  ||Select provider(s) from the drop down list. |
Batch ID(s) |[Enter batch ID(s) to search on, |

Message
ID(s)

Enter PHC-Hub assigned message ID(s) to search on.

To select a field to sort by, simply click on it and the field will be identified in the box.
The fields available to sort on can be one of the following:
Provider

Facility 1D

User

Import Profile ID

Error/Warn

Date Sent

MRN

Issue

Historical

Message Control ID

Vaccination Date

Vaccine Name

Sort By

The results can be sorted by Ascending or Descending order.

A Sort Rule can also be entered. Once you select the ADD SORT RULE button,
another line will be added for the capability to add another field to sort on. To delete
the additional sort on, select the "X".

Sort By Import Log ID v 9 Ascending Descending | Add Son Rule

and Then By Provider v  ® Ascending  Descending €

IDisplay By |[To limit the report to display Errors, or Warnings and Errors, or Warnings. |
IReport Style [HTML (view in web browser) or CSV (view in spreadsheet) |
ISCHEDULE REPORT OPTIONS (Overwrites the start and end dates) |

Report
Name

Name the report.
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Email Enter email(s) for who is to receive the report. If there is more than one email address,
separate each with a comma.

| Field | Description |

Run the report Weekly or Monthly

If Weekly is selected
e Click one box corresponding to day/time
o Click on several boxes by holding the CTRL key
o Hold the left mouse and highlight several boxes

Schedule
If Monthly is selected

e Selectarun time from the drop down

e Click one box corresponding to day/time

e Click on several boxes by holding the CTRL key

o Hold the left mouse and highlight several boxes
ggﬁggule Click on this button to clear any selections that have been made to schedule the report.
E:ﬁgg Time The results will include data for the last number of hours, days, weeks, or months.

3. Select the report criteria
4. Click one of the available buttons:

o CREATE REPORT button to display the report in a new browser
window. These instructions assume you clicked the CREATE button
(Mustration is shown below).

CANCEL button returns to Reports screen
SAVE button to schedule the report.
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Repoat Critetia
o Stant Date Maes 4 2004
o End Date March 11 2014
o Facities Pedil)
o Display: Wamings and Emors
Provider R‘:::rum" Uset  Profile & Messages # unigue MRN # Errom £ Warnings
ey Passl PHC_ASU 175 1 1 ) 0
Message level issues
i Representative Erren / Import Message Control
Provider Facility ID User  Profile lssve Warm Date Sent  MRN Log 10 0
Mar 10, 2014
1462% Peaal) PHC_ASU 175 HT ISSUE w 24641 PM FFOOOT 3484 20900723054548
4622 Pedill  PHCASU 175 DUmdanealcksteetz ., Ma 0 20W ooy ep0  20t00723000848
mseng 24543 PM
1623 Pedill  PHCASY qpp  Sdennomemdde . Mari0 200 png, gy 0ser2eesin
d mssng 2454 PM
14629 Pedill  PHCASU 175  guardin senmssng W '{‘;““’1':"‘;‘ FFO00Y  34B4  Z0900723094343
ME2  Pesty  PHCASU 15 Maoihinnememdfle ., Meri0 20W oy agny  apsser2avessis
- mssng 2454 PM
14629 Pedill  PHCASU 175  set ol b san missing W ":"""g,’rg’l“ FFO00t  34B4 2000077305440
1628 Pedtll PHCASU 175 PWemMaddeascemty . Mar10.20M copngy 3y 20100723004848
= mssng 24543PM
Vaccination Issues
. Faciliey Error! Date bmpaornt Message Vaccination Vacclne
Provider 0 User: P Wam  Semt MRN LogiD  Control ID Dato Family
Mar 10
- - vaconation cpt 2044 . 4 .
14629 PeddlU PHC ASU 175 codé insbiig W g FFO00S 3484 Q0000720094548 07222000  HepA
2]
Mar 10
vacceation date 2044
14629 Pl PHC ASU 175 more than 30 days W ‘Jt..ﬂ FFOO0Y 3M84  20900723094848 07222000  Meph
24543
0 o
Mar 10,
vaconation Bacity a0 -
P 75 t $ 23
14529 Ps8iU PHC_ASU 175 id unrecognized w 24543 FFO00T 3M84 2090072309654 077232000  HepA
)
Mar 10
A o vacomation ot DU 204007 T
14629 Peadl PHC ASU 175 bk rod w 24543 FFOOOY M4 20900720094548 01222090  MepA
o
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Custom Report

This report allows an administrator to easily monitor whether or not an interface is
meeting certain expectations. The results of these reports can be automatically emailed to
one or more recipients, either conditionally (i.e., only if an interface fails to meet an
expectation) or unconditionally. The most basic, and arguably the most important,
function that this tool can serve is to immediately alert immunization program staff to
problems with an interface (i.e., an interface is down).

At the heart of the Custom Report are one or more expectations. These are conditions
that are expected to be met by the specified provider import(s). There are two types of
expectation: Frequency Timing and Issue Occurrences. These are conditions that check
the number of specified message type (error status) sent in within a specified period of
time. These expectations are configured using a set of drop-downs that construct a
human-readable sentence describing what the expected outcome should be. Each report
can have multiple expectations associated with it, and they will be broken down on the
report output.

1. From the REPORTS menu, click CUSTOM REPORT. The "Custom Report"
screen appears.
Y Fiter [ -]

Patert 1D
Start Destes
End Date

Scope Typa 9 Promder Impovt Profée  User  Facilly
Prowders

Banch Dis)

Massaos 10(s)

Custom Reports

20 % W PHCHUBDEMO1 Date Qualty Analyss
# 0 1% $ PHCHUBDEMO1 Frequency Repon
20 1% B PHCHUBDEMO1 Frequency Repor

o ° W g STC Recommended Threshokds

2. The fields are described in the table below.

| Field || Description |
Patient 1D To limit the report by a Patient ID, enter the ID.
Note: After clicking a selection, the check box is automatically checked.
To limit the report by the Start Date of the messages imported, type the FROM
Start Date and TO dates in using the format MM/DD/YYYY.
Note: After clicking a selection, the check box or radio button is automatically
checked.
End Date To limit the report by the End Date of the messages imported, type the FROM
and TO dates in using the format MM/DD/YYYY.
Note: After clicking a selection, the check box or radio button is automatically
checked.
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IScope Type  |[Search at the Provider, Import Profile, User or Facility level.
Provider |[Select provider(s) from the drop down list.

|
|
Batch ID(s)  |[Enter batch ID(s) to search on. |
[Message ID(s) |[Enter PHC-Hub assigned message 1D(s) to search on. |

3. New Report - user creates report by selecting the required expectations.

TPt Maan

Scope |

Proedery

Emal |
Wetwer ke S gt e wrresben?
& Emad thes report eesh tme £ nune Emad 215 repart only whon i contmrns of st one faked oxpectanon

VWhach mmrend nckiressers shondd 1ncenm (ha schadibed rrport)

Sthoduse [ -1
WWhen shoodd s repod be n?
S LUieo Waahly (eporng soneoul | Lise Montity reponing schedue
Sen L Tue Wed ™ L L]
nm
A
1M

F ety Lrmng . AFPEND

Corosl | Sawe

4. The fields are described in the table below.

| Field | Description |
IReport Name  |Name the report. |
Scope [Select the provider(s) from the drop down. |
Email Enter email(s) for who is to receive the report. If there is more than one email

address, separate each with a comma.

Run the report Weekly or Monthly

If Weekly is selected

Schedule o Click one box corresponding to day/time

o Click on several boxes by holding the CTRL key
« Hold the left mouse and highlight several boxes
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If Monthly is selected
e Selectarun time from the drop down
e Click one box corresponding to day/time
o Click on several boxes by holding the CTRL key
o Hold the left mouse and highlight several boxes

IReset Schedule |[Erase newly selected dates/times. |
[Expectations  |[Select Frequency Timing or Issue Occurrences |
\Append IAdds another line to enable user to select |

5. Select the Expectations

e Frequency Timing

E.l;.b?:|ﬂ;:)l|5 i~1
Fraquency Timea. » | LAPPEND
Thane should be uf loast « 1 ME<s 6L S o rthe st WS} . 0
S00S }
g s ) howris)
Them shoddbe 1 af the fast 1 Q
oy messageis)winoormoes 0 ) dayt

e Issue Occurrences

“Expeciabons | - |

Issue Occomences + || APPEND

Thre Should be  ul heast « 1 pecurancels) o« Of e ssue

occumrancu(s) foe the last

[ 0
masang fower han

oxactly

Thava should be 1

mesng

[

patend et n

1 date of ba

i QAN

peccant "
P— % L2

« for the lass, pDener

ih

11

patent st name

|

patant myddia name

6. STC Recommended Thresholds - user begins with predetermined expectations,

but can change or delete expectations.
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Report Name
STC Recommended Thresholds

“Sw,;],‘-"—“‘tv‘.j*"f./.)rlmr'wJ P e o

Pt .

There should be | axactly « |0 occurrence(s) + of theissue patient date of birth v
missing « for the last 1 weekis) v O

There should be | axactly « 0 occurrence(s) + of theissue patient gender v
mssing » for the last 1 week(s) e ~ ]

There should be  exactly * |0 occurrence(s)  + of theissue patent id v
missing » forthelast 1 week(s) . 19

There should be | axactly v |0 occurrence(s) + of the issue patient first name v
missing + forthelast1 | week(s) = U@

There should be | exactly « |0 occurrence(s) + 'oftheissue patient last name v
messing + forthelast 1 week(s) v 0

There shouldbe fewerthan ~ 75 | percent » oftheissue patient mothers maiden name v
messing v forthelast1 | week(s) =~ (1@

There shouldbe | fewet than + 10 percent » of theissue patient address streat v
missing » forthe last 1 week(s) v 19

P G 2 s poaae i 6 o 3 GGl U L P § o ok o]

There should be . axactly « 0 occurrence(s) + oftheissue patient vic status v
missing » | for the last 1 week(s) v 1D

There should be  axactly « 0 occurrence(s)  + of the issue guardian name first v
missing v for the last 1 weekis) v @

There should be  axactly - 0 occurrence(s)  + oftheissue guardian name last v
missing » for the last 1 week(s) v i <]

There should be  axaclly v |0 occutrence(s) + of the issue vaccination action code v
missing » forthe last 1 weeok(s) . i~ ]

There should be  exactly « 0 occummence(s) » Of e issue vaccination cvx code v
missing » for the last 1 weekis) v L@

There should be ' exactly « 0 occurrence(s) + of thessue vaccination facility id .
missing » for the last 1 week(s) v | o

There should be  exactly * 0 | occumence(s) + oftheissue vaccination lot »
missing » | for the last 1 week(s) - 19

There should be . exactly = 0 occurrence(s) +  of the issue vaccination manutacturer v
missing [ for the last 1 weok(s) SR ~ ]

There should be  exactly 0 occurrence(s) + of the issue vaccination vic status v
missing + forthe last 1 week(s) v o

7. Click one of the available buttons:
o CANCEL button returns to Reports screen
o SAVE button to schedule the report.
8. From the main Custom Report page, users can edit, delete, copy, run as is and
run with above filters reports as necessary. Users can manually trigger reports for
immediate execution from this page as well.
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(& é [/E» §» PHCHUBDEMO1 Data Quality Analysis
%@ [ % ® PHCHUBDEMO1 Frequency Report
4@ % % PHCHUBDEMO1 Frequency Report
.0? 0 F Q éb\STC Recommended Thresholds

Edit §l Copy |} | Run with
— Above Filters
Delete S =

Show Scheduled Reports

A list of reports will be displayed that have been scheduled and their current status. You
may also delete a scheduled task from the list.

1. From the REPORTS menu, click the SHOW SCHEDULED REPORTS option.
The "Scheduled Reports™ screen appears.

Name © Crested By Created On Last Modified Actions
Samgle Custom repon R MN502196 1843300 1502-16 1843300 20 %
Sample Proider Dstai Exor RC 20150216 18 43020 201502-16 18.43.02.0 r4 - Bl 2
Showing 110 2 of 2 entries

2. Each column can be sorted on by selecting the arrow at the end of each column
heading.

| Namel (" )Created By  Created On Last Modified Actions |

3. The following ACTIONS can be taken:
E < NSl o

Edit
Delete

Copy
Run

o O O O
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Show Report Tasks

This is similar to the scheduled reports but it really only deals with two reports, Trial
Patient De-duplication Report and Trial Lot Matching Report. Neither of these reports are
working at this time.

Run Action on Filter [ -]

Custom Report B

_I Custom Report 1

Trial Patient Deduplication Report
Trial Lot Matching Report
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Chapter 13: Test Menu

The Test Menu provides a sand box for HL7 developers to validate the format and
content of HL7 messages. There are two windows for HL7 testing. The first is when the
HLY7 interface is created, and the second is when a provider starts to send data. This
testing area has been designed for the first test window.

Message Constructor

The message constructor allows for rapid creation of sample messages based on the STC
HL7 API. To create a sample message follow these steps:
1. Fromthe TEST Menu, click on the MESSAGE CONSTRUCTOR option. The
"Transaction" drop-down menu appears.
2. Click on the drop-down menu to view/select a transaction. A transaction is a
defined request/response. For example VXU/ADT is an Unsolicited Vaccination
Update (VXU) Transaction.

1. Transaction - please select one —

peonsomcire—

Unsolicited Vaccination Update (VXU) Transaction

Standard HL7 Request Transaction
Admission/Discharga/Transfer (ADT) Transaction
Admission/Discharge/Transfer (ADT) Transaction
Admission/Discharge/Transter (ADT) Transaction
Admission/Discharge/Transfer (ADT) Transaction

Unsolicited Transmission of an Observation (ORU) Transaction
Admission/Discharge/Transfer (ADT) Transaction

AddmicsinnMicrharma/Transfar (ANT Traneactinn

3. Once you select a Transaction, two additional lines appear (Line 2 and Line 3):

1. Transaction | Unsclicited Vaccination Update (VXU) Transaction v

2. Message REQUEST: Unsolicited Vaccination Update (VXU) Message v

3. Segments MSH : Message Header Segment| Add

4. Click the MESSAGE drop-down menu to view/select a message to build.
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5. Inthe SEGMENT field, click the ADD button. The "Message Header Segment"
screen appears.

Mandar &
M ge M g Caontinue

Used 12 defing the intent, scurce. destination. and some specifics of the message syntax

Message header Neld separator Field MSH -1

[F.‘o.\’l Separator I 0 lsmn; I

Tha character 10 be Usad 88 Ihe fisdd separaler for the rest of 1ie message

The recommended velue Is |, a3 show in cur examples

Encading characters Floid MSH - 2

Encoging characrers [~a [ String ]

Pour characters i the following order: the component separator, repetition separator. escape character, and subtomponent separstor
~oMpONent IeDArators<rapetiticn separatorr<emscape charactecr><subcomponent separstor>

The recommended values are *~\S

Exampia;

Continue

6. Review all the fields, enter the required information, and click CONTINUE. If
there are warnings or errors, correct them and resubmit. You may ignore errors
and warnings if you wish; the new segment is displayed in the text box below.

7. Repeat previous steps until the message is built.

Note: Please refer to the CDC HL7 Version 2.5.1 Implementation Guide for
Immunization Messaging to get the most current acceptable values for the message fields
to be populated.
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Quick View

Quick view shows an HL7 message broken into its segments, fields, repeats, and sub-
components. This view only shows how the message is parsed by a generic HL7 parser
and does not account for required fields or values. Use this instead of counting pipes in a

text editor.
1. From the TEST Menu, click the QUICK VIEW option. The "Message View"

appears.

< >
Aeser l Cloar I qum&

Message 1 Datstime of birth

MSH 1 2 - SE] €T ATTLSE] ¥ g 00 10 [l ot (o wia| - Y0 0aTe i
MmO 1.2 3 3 BRI ¥y SATTY L O #am=ning T z00¥inze $w O
KT 1372 parias et e 1 4

2. Cut and paste your message in the Message Content and then click one of the
available buttons:
o RESET - erases any new content that was entered.
o CLEAR - erases all content from the view.
o SUBMIT - sends the message and displays the appropriate deconstructed
field values in yellow fields.
3. Observe the yellow fields below the screen that display the appropriate HL7 field
value. If you hover your mouse on top of the field, a tool-tip appears with the
description for the field value. Refer to the illustration above to see the Date/Time

of birth tool-tip.
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Request Debug

Request debug allows a test message to be processed through the STC HL7 API and
displays the grammar and validation checks performed in line with comments from the
documentation. To use this option, perform the following:
1. Fromthe TEST menu, click the REQUEST DEBUG option. The "Request
Message" screen appears (similar to the screen shown above but with only a
SUBMIT button).

Request Message [ Subenit

2. Paste a sample HL7 message in the Request Message area and click the SUBMIT
button. The "Grammar Check" screen appears.

Request Message _Submit.

K

< >
(Grammar Check

Grammans wex (710 (Foid)

Man Fro (vol (=3 imxt)] Isvilsvi)) saulizmd] Im | LIRS IRXABXE [NTE nuy jonx|{mrEll )]
Rasut Fassed

Valldation resutts
Emor count: 19

Emor
Efror
Emror

Error

3. Review the Grammar Check section and verify that it passed all grammar checks.
Grammar checks verify that the segments are in the correct order according to the
HL7 specification for that message. Most messages have more than one
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applicable grammar; each one is applied in order to ensure correct message
structure.

4. If the message passes the grammar check, it is validated. Validation gives specific
details about each field and what issues were identified.

Transaction Handlers

Transaction handlers provide a view of the HL7 message structure which is similar to the
Request Debug except there is no test data to compare to. The documentation associated
with the transaction handlers gives a window into the world of the STC HL7 API. View
the message structure by performing the following:
1. Fromthe TEST menu, click the TRANSACTION HANDLERS option. The
"Transaction Handler" screen appears.

THArS 000N Handh Mrrs *1::'. m A:.:}'.'L m v:::»
GENERAL v ..t,.,

ADY A ALY Ale ',-::-n

ADTIAZE sor Aze a2t

ADT AN AT Atl ‘I.":]"

ADT AN ot Alé .._,:_".

- oAy omy not Focred

seccoecting il aoTals | AaT A3 Varons

2. From the "Transaction Handler" column, click the TRANSACTION HANDLER

hyperlink. The "Transaction" screen appears (a sample is shown below; however,
each transaction's information will differ).

Unsolicited Vaccination Update (VXU) Transaction

Ursoictiat! Fater Update Trarmadtios)

VXU Message Request

Updirie [VXU| Messagy
A ¥3708rd MLT Mmeneage s 0 10gial grouping of segments. The fret segment is required 1o 0o an NEH segment

This reeksage OIS &N USARISE DA ARCCIAIDLN MOCed. LISUaly SANt BNAY B Change hEd 208N MOSE 12 the Se0eNTS VAL neien
Mcor, wuth #8 Whan @ patssl 8 vicinaied If Ihe message CONAINE NS VACCINEESN Mesords T palten] I8 undersiood 10 De & Peon whe
SIS B 0L pol San VOCCNAlEd Bul sy DE secOnaieg It e lture (Le. feabam baby|

Grammars

Sagmenis

NTE Notes ana Commenns (NTE} Gegmem
PID  Patiert entfcoson (PO} Segmenm

NSA Mossage Azknawieozment (MEA) Sagment
EVN  Event Typs (EVN) Sepmen

PD1 Fatlere Acdtiora’ Dem P21} Segme
RXR  Phameacy Trastren! S RAR) Segrant
N2 susance Aadtiona miorrnason OND) Segotent
NEM Macksage Haader Segman!

NS raesres [INT) Segrment

3. Review the Grammars and list of Segments.
4. Select the appropriate segment by clicking it.
5. Review the documentation for each field.
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Code Tables

The Code tables option displays the internal code tables of the STC HL7 API that reflect
the standard code values as defined by HL7 and the CDC that are applicable in the
immunization domain. To see code values, perform the following:

1. Fromthe TEST menu, click the CODE TABLES option. The "Code Tables" list

appears.

HL7-RXA-10 User-defined Table - Vaccination administering provider type cooe
HL70001 User-defined Table 0001 - Sex

HLT000S User-defined Table 0005 - Race

HL70008 HL7-defined Tadle 0008 - Acknowledgment code
HL70038 HL7-defined Table HL70033 - Order status

HL70048 HL7-defined Table HL70048 - What subject filter
HL70063 User-defined Table 0063 - Relationship

HL70064 User-defined Table 0064 - Financial class

HL70070 HL7-defined Tadle HL70070 - Specimen source codes
HL70078 HL7-defined Table HL70078 - Abnormal flags

HL70080 HL7-defined Table HL7008C - Nature of abnormal testing
HL70091 HL7-defined Table 0091 - Query priority

2. Review the list of code tables and select the appropriate code to view by clicking
it. The "Code Table" contents appear.

User-defined Table 0001 - Sex

Value | Description | Notes

Female

M Male
o Other
U Unknown

Depreciated Values
Use the new values listed below mstead of old values,

Old Value | New Value

T u

H U

3. View the User-Defined Table (at the top of the screen, also referred to as the base
table), followed by Depreciated Values. (The HL7 API automatically translates
"old codes" into "new codes.")
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Chapter 14: Actions Menu

Actions Menu

Actions are steps that need to be taken to move projects forward. They could be as simple
as "call John™ or as complex as "write a change request document for the provider."”
Actions are performed by contacts in the context of a project. You cannot create actions
directly, but you can create them in a project. A "project” represents all the steps (referred
to as "actions") to onboard and take a Provider live. This includes initial discovery steps
all the way up to installing and maintaining the provider relationship with the registry.

The Action menu provides quick links to help project contacts to keep on top of tasks.
Once an option is selected, you can print the tasks using the PRINT PREVIEW button
which opens up a new window providing the option to PRINT. Since the PRINT
PREVIEW and PRINT buttons appear for each option, this option is only illustrated
once.

Note: The Actions menu is one of the elements of the "Interface Status Manager." The
elements that comprise the Interface Status Manager include:

e Projects - Consists of all the information needed to take a provider live. For
example, Client Name, Provider Name, System Name, etc.

o Contacts - These are the people you need to work with in order to complete a
project. For example, a representative from the provider site, a state registry
worker, or EHR representative.

e Actions - The steps needed to move a project toward completion. For example,
"Call John," or "write a change request document for the provider.” Actions are
performed by contacts; thus, a project must have a contact before an action can be
performed.

o Phases - Represent how "close" a project is to completion and all refer to the
status of a project. For example, "Discovery," or "Training,"

Each element has a dedicated menu chapter. A "project” must be created first in order for
the other elements to make any sense. Refer to the devoted chapters titled for each of the
menus for instructions on creating/editing project details.

123
- ADVANCING POPULATION HEALTH OUTCOMES THROUGH INFORMATION TECHNOLOGY




Chapter 14: Actions Menu g‘fe

Due Today

Action items that are scheduled to be started, reviewed, expected, or completed today. To
display all the Action Items due today, perform the following:

1. From the ACTIONS menu, click the DUE TODAY option. The "Project Actions
Due Today" screen appears with or without any actions.

Proje A 0 Due Toda Print Praview
Ya | Client | Project Date Oue ¥ Description
1 IPRO Onooard Provider Organzation |01/07/20158 {Jain the call pleass
0100772015 B:31:11 AM End of Report

2. To print the actions, click the PRINT PREVIEW button to open a new window,
and then press the PRINT button.

Over Due

Action items that should have been completed but have not. To display all the Action
Items that are Overdue, perform the following:
1. From the ACTIONS menu, click the OVER DUE option. The "Project Actions
Over Due" screen appears with or without any actions.

Proje 0 0 Over Due Print Praview

Ya | Client Project | DatoDuew | Dascription

1 EHR IAnother project 06/0972014 3fdaRER

2 EHR Wnother project 07/27/2014 afdgary

3 PRO STC HIE Project 10/0172014 Surescripts provider folaw up

4 EHR Ancther project 10082014  |andthen
| OGS Project Blue ] |done

65 PRO  |Project Blue 10232014 [Tasting next action

7 PRO Project Blus [11/052014 dfstact

E__PRO___lSecond Test Project for Linking 11072014 Next Action 2

01/07/2015 9:23:15 AM End of Report

2. To print the actions, click the PRINT PREVIEW button to open a new window,
and then press the PRINT button.
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Q0o
STC

3. To view the details of the project, which include Project Information, Contacts,
Actions, and Phase, click on the Project Action row. The "Project Details" appear.

Project

STC HIE Frojset
immunizascn Providers
Happy Pediavris

| Nexigen

| Nexigen

Description

| HIE tonneztion promct with STC

Phase | Develonin ‘

+ EHR A progect
+EHR Tost
Free Shots by Mike V] Link
0
Nome Phone Organization | Emall
Ana Lapez 45074333500 | 8TC Remowe |
Chrissia Garman | 4807458500 | STC Bemove |
Linds Pursley | 4807452500 | STC Qorr:v:o—i
Nick RC Harrar | 4207458500 | STC =D | semeve |
- | S 4 —_— -y
Rhanda Hirst 4207453500 | STC Favave |
Sean Hamngion | 4307453300 |STC Remave |
select Assgn |
Log Action
User Oate (MDIYYYY) | Description Done
INICK_RC \iad 1002014 {Ewrescripts prowider foliow un |
IAction Taken 01207/201¢ %
[Noxtaction =
O
P"‘ilﬁr Nick RC Harrae ? | Supme

10/01/2014
Prl 1001012094

NICK_RC
NICK_RG

Next Action Indicated: Pri 10031/2014 NICK_RC

Surescrpts provider follow up

[Today | Fave crealad the HIE projest in project tracker

S44 Up & mesing Witk Stave aBout whith siles Tey will Be submitiing on
pohar of |

ncion oy S

Next Action Indicated: Wed

|leatt
{
| wen
{

|ean

4. To edit the "Project Details,"” refer to the menu for the task you want to do. For
example, to edit a Contact, refer to the "Contacts Menu" chapter.
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Pending

Action items that will need to be completed at a later date or have not been completed. To
display all the Action Items that are Pending, perform the following:
1. From the ACTIONS menu, click the PENDING option. The "Project Actions
Pending" screen appears with or without any actions.

Proje A 0 Pending Print Preview
¥a | Chient Project Date Due ¥ Dezcription
1 {EHR Anoihar project |05/09/2014 IafdaRER
2 EHR Another project |07/27:2014 afdgdfy
3 PRO ISTC MIE Project 101012014 ISurescripts pravider fellow up
4 :EHR lAncther progect :1108«2014 :am then
8 PRO Project Bive [10710v:2014 done
16 ?PRO Project Biue 0232014 ?fnung next acton
7 [PRO Broject Blue [11708:2014 dfsdfaaf
e |PRO Second Test Project for Linking 1116772014 “INext Acticn 2
ls Fro 1onboard Frovider Organization “[01707/2015 [Join the cat please
| 01/07/2015 5:30:19 AM End of Report

2. To print the actions, click the PRINT PREVIEW button to open a new window,
and then press the PRINT button.

Complete

Actions that have been completed. To display all the Action Items that are Complete,
perform the following:
1. From the ACTIONS menu, click the COMPLETE option. The "Project Actions
Complete™ screen appears with or without any actions.

Proje A 0 ompleted Print Praview

a Date & Client Project Action
1 01:07/2018 |PRO Onboard Provider Organization Completed call today
01/07/2015 9:34:19 AM End of Report

2. To print the actions, click the PRINT PREVIEW button to open a new window,
and then press the PRINT button.
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Chapter 15: Projects Menu

Keeping track of projects is the single most important activity to speed implementation of
interfaces. All interface projects should be tracked by projects. Typically there is one
project for each interface or provider. The actual division of activities into projects
depends on how the efforts are organized.

A project represents all the steps needed to take a provider live. This includes initial
discovery steps all the way up to installing and maintaining the provider relationship with
the registry.

New Project

A new project is created here to keep track of the provider information. To create a new
project, perform the following:
1. From the PROJECTS menu, click the NEW PROJECT option. The "Project”
screen appears.

Project Namea
Client .
Provider Name
Vendor Name
System Name

Description

Phase —aalect-

2. The fields are described in the table below.

| Field | Description |
This is the name of the project. You want to type a name that is intuitive to the
provider and project.

Name of the client which is more of a type. For example, EHR Vendors or

Project Name

Client Name Immunization Providers. Click the drop-down menu arrow to view/select a type.
Provider Name of the Provider.
Name

Vendor Name |[Name of the Vendor. |
System Name |[Name of the System. |
IDescription  |Any other information that describes the project you are creating. |
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Phase the project is currently in. Click the drop-down menu arrow to view/select

a valid phase. Examples are:
o Discovery

Planning

Developing

Testing

Training

Installing

Live

Suspended

Closed

e Unknown

3. Type/select data for the fields and then click the SAVE button. The "Project
Details™ screen appears. Continue to the section titled, "Project Details™ for
additional information.

Phase

Select Project

After a project is created, it will display in this list. To select and use a project, perform
the following:
1. From the PROJECTS menu, click the SELECT PROJECT option. The "All
Projects" list appears.

Pim Preveew
Ya Cliem v Project ¥ System Phase
PRO Brenda's Test My System TEST
12 [PRO Sherrrs Progect DesC
End of Repont 072172011 4:12:25 P

2. You can SORT the projects by clicking on a column header (Client, Project,
System, and Phase). Columns will sort in ascending/descending order.

3. To view the PROJECT DETAILS, click the project row. The "Project Details"
screen appears. Continue to the section titled, "Project Details" for more
information.

4. You can print the project list by clicking the PRINT PREVIEW button. A new
window appears with the list and a PRINT button. Click the PRINT button to
submit the list to the printer.
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Project Details

The Project Details option displays all the information about the project. It lists the
Project information, Contacts, Actions, and Action History. To view the Project Details,
perform the following:
1. Fromthe PROJECTS menu, click the PROJECT DETAILS option. The
"Project Details" screen appears for the project you were viewing previously. A
sample is shown below.

= EHR Another project
[FrojectMame | STC HIE Project « EHR Test
[Client. | im — |l [Free Shots :-,”'A'Aire V] Link |

Providger

Ana Lopex 4807458500 | STC l -E-‘m_crxmr
Chrissis Garman '4613745.55::-3 e7C | Ramove
Linca Pursley | 4807452500 | STC [ Remove
NIk RC Harrar | 4807458200 | STC (=3 | Aemove
;incnan Hirst | 4807482800 | sTC | . Remeve y
Soan Hamngion | 4807482400 | STC 5 e

—~SaMct- * &nlgn

User Date (WOYYYYY) | Description Oons
L:\“CK_RC Wed 10012014 Es;nmm proviger Wilow up ]

[Action Taken | 01,.07,201¢

INoxt Action & =

P‘oﬂlmll Nick RC Harw I Suome

Action History

Next Action Indicsted: Wed

a e s rots o
10:01/2018 PR sawse ixdarbeorislas ik
Fri 101102014 NICK_RC Today | hava creted the HIE project nprojecttracker  lfedit)
Next Action Indicated: Fri 1003112014 NiCK_RC i‘.:;:';'x :’r'nnxmg with Sieve aboet which stas thay will De submittingon | o

2. The following tasks can be performed on this screen:

o EDIT the Project Information - Continue to the section titled, "New
Project"” for instructions.

o PRINT PREVIEW of the Project Information - Click the PRINT
PREVIEW button and then click the PRINT button.

o REMOVE the Project by clicking the REMOVE button. There is no
warning when you remove a project; it immediately is removed.

o REMOVE A CONTACT from the project by clicking the REMOVE
button in the Contacts section. Continue to the chapter titled, "Contacts
Menu" for more information.
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o ASSIGN A CONTACT to a project by clicking the ASSIGN button in
the Contacts section. Continue to the chapter titled, "Contacts Menu" for
more information.

o LOG AN ACTION by typing the information in the DESCRIPTION
column and/or SEND AN EMAIL. Type/select the data and click the
SUBMIT button.

Project Tracker Report

This report will display information in a PDF file for a specified date range regarding the
activities and status of projects identified in the Project Tracker module. The information
will contain a summary view of one or more projects that has new note entries within the
time period entered. Note: In order for the Project Tracker Report to run, a project must
exist within the specified date range.
To run the report, perform the following:

1. From the PROJECTS menu, click the PROJECT TRACKER REPORT

option. The "Project Tracker Report" parameters screen appears.

Repo

Date Range From 4 T9

Croate Report |

2. Type the FROM and TO dates using the format mm/dd/yyyy or click the
Calendar Icon to select a date. Once the dates are entered, the "Date Range"
checkbox automatically selects.

3. Click the CREATE REPORT button. The report displays in PDF format. A
sample is shown below.

PHC-Hub Project Tracker Report
Mo LINDA BURSLEY

Caw Range 1O0100W » S0 Roport Cmated Wt 04072018 3 28 PM

Project Name Belinda's Test Project

Project Fhase: Discovery

Dt Oae L0001 WO Estarod Mo st Acson Nest Acten

843 Neut Acsora St

Aqroe Oyte Pset Wae Eptered Nate Agtien Deportian

et 110500 FHCOENOUGERTD Tocmy TAGry wil 032 an 0090 303 Wil 00gly # Very Taam CIos jus #3000 T

Project Name: Devon's Project

Preject Phase: Panning

Oate Oge (2004 Wo Estered Nevl Acson Neat Actian

N3 Nt Acsors Souret

Actos Duls Lnel Wie Lalured Moty Acticn DeeorRiNn

Wed 100U FHEDENOUSER) Seen) ani3d 9 Dewvor

Wt 1VOAOHW FeCoENOL2ERD Cruate gramc! sty i FraC

et 110800 PHCDEMOUSERDD 3000 ot Nats il 200d Cooticth

4. Click the Browser's BACK button to return to the application.
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Chapter 16: Contacts Menu

New Contact

Contacts are people you need to work with in order to complete a project. They may
include a representative at the provider site, a state registry worker, or an EHR
representative. Multiple contacts will be necessary for every project you create.

Keeping track of Project Contacts is crucial to the success in integration projects. This
section allows users to add, edit, and view Project Contacts. A few important points
should be remembered:
e The only required fields are contacts first and last name. All other fields are
optional.
o Search the list before adding a contact. It is easy to add a duplicate.
o To speed data entry of new contacts, the new contact will have certain fields
automatically filled in from the last selected contact.
« Once a contact has been created, click on a project and associate the contact to the
project.
e A contact can be associated with as many projects as desired.

To create a New Contact, perform the following:
1. Fromthe CONTACTS menu, click the NEW CONTACT option. The "Project
Contact Add" screen appears.

Nemw
Titte

Firat Name
Lot Name

Orgenization
Organization Name

Depanment Name

umry UNITED STATES |

Seve |
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2. The fields are described in the table below:

| Field [ Description |
Name | |
| Title |Title of Contact |
| First Name |[First Name (Required) |
| Last Name [Last Name (Required) |

|

Organization [
Organization

Name of the Contact's Organization.

Name
Department Name HName of the Contact's Department.
Position Title  |[Name of the Contact's Position Title.

Telecommunications |
Phone Number  |Contact's telephone number.

Cell Number [Contact's cellular number.

Pager Number | Contact's pager number.

Fax Number [Contact's facsimile number.

Email [Contact's Email Address.
Location [

Address Line 2 ||Line two of the Contact's Address.

|
|
|
|
|
|
|
|
|
| Address Line 1 |Line one of the Contact's Address.
|
|
|
|
|
|
|
|
|

City [Contact's City
State [Contact's State
Zip [Contact's Zip.
Country |Contact's Country name.
Latitude [No functionality at this time.
Longitude [No functionality at this time.
Geocode [No functionality at this time.
Contact Info |Any additional information about the Contact.

3. Ataminimum, enter the FIRST and LAST NAMES. All other fields are
optional.

4. Click the SAVE button.

5. The “Project Contact” screen appears.
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Project Contact

Name Dr. Thomas Biggey
Organization Name Biggey Pediatrics

| Department Name o ’
Position Title Doctor

Phone Number | 756-902-3563

Call Number 756-764-4231

Pager Number

Emall tbiggeygmail.com
Fax Number 756-903-3564
Address Line 1 238 Harmper Valley Rd
Address Line 2 Sulte 103

City, State, Zip Somewnere, KY42141
Country UNITED STATES

T. Biggey is the only doctor working in practice

5. EDIT the Contact information by clicking the EDIT button.

View Contacts

©ud
STC

The View Contacts option displays a list of Contacts. To view the list, perform the

following:

1. Fromthe CONTACTS menu, click the VIEW CONTACTS option. The
"Projects Contacts List" appears.

Wa | FirstName ¥ | Last Name ¥

Organization

Print Preveers

City State

Mohammad

O

“Wicare Meoical Cinc

= MDs

Gana

Jefiarson Heathc ars

2. The following tasks can be performed on this screen:
o PRINT PREVIEW - to display a new window with the displayed list.

Click the PRINT button to submit your list to a printer.

o DISPLAY CONTACT DETAILS - to display the "Contact Details"
screen. First, position your cursor on the row to display and click it.
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Chapter 17: Phases Menus

View Phases

To view the phases’ list, perform the following:
1. From the PHASES menu, click the VIEW PHASES option. The "Phases" list

appears.
Phases
a Code Fhace
1 Closed 1
2 Developing 2
|2 Discovary B
4 Installing o
5 L 2
a Flanning E
u Suspended 1
12 Tasting K
IE Training 0
10 Unkrgwm 0
01/07/2015 3:07:38 PM End of Report

2. The fields are described in the table below:

| Field | Description |

Seq # Althou_gh the column is untitled, it is a placeholder for each row and is in
numerical order.

ICode |Phase name. |

Phase  |[Total number of Projects in the phase. |

3. To view the projects that are in the phase selected, click on the applicable row.
The "Project Phase™ list appears.

Project Phase. | Testing v [ View
Proje by Phase Primt Preview
a Client Project ¥ System
1 |EHR IAnother project
2 |EMR Test les!
01/07/2015 4:05:31 PM End of Report

4. Tasks you can perform on this screen are:
o Toview another phase, select from the drop down and click View.
o Toview a Project’s Details - Click on a row. The "Project Details" screen
appears.
o PRINT PREVIEW - Click the PRINT PREVIEW button to open a new
window providing the option to print using the PRINT button.
5. An interface project should be broken up into phases. Tracking by phases will
help participants focus on what needs to be done next. Here are the phases:
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o Discovery - The project is proposed, but the details are not known at this
point. This is the phase initial, no work has been completed.

« Planning - After it is decided that an interface would be a good idea, a
Kickoff Meeting is held and plans are made for the new interface. This
meeting must include technical and management people. If the project is
complicated, the planning stage may include formal documents, technical
meetings, and presentations. Simple projects may get by with less
planning.

o Developing - If there is technical work involved in this project, it will
have to be developed. This technical work can happen on either or both
sides of the interface. Developers will take the requirements that were
created in the Planning phase to make changes.

e Testing - The developers will need to test their new interface before
declaring their work to be done. They will have to go back and forth to the
Developing phase until the interface is working properly. Once the
interface is working properly, the data quality coming from the source
system needs to be certified that it meets the data quality standards of the
receiving system. For registries receiving data this means that they are
doing the data quality check. If the data is going from the registry to
another system, then that system is doing the data quality check.

« Training - This phase entails any training that needs to be completed by
the provider (workflow issues within the practice) or registry staff (trained
on troubleshooting lot decrementing).

« Installing - Now that the software and the data has passed inspection, the
interface can be installed. A meeting should be held with the same
participants as the Kickoff Meeting and the final decision to go live should
be made.

o Live - The interface is now live. The certification process should be
repeated regularly to ensure data quality.

e Closed - If it is determined that the issues with the interface cannot be
resolved, the project can be closed.

e Suspended - If an interface has begun and issues arise that need to be
resolved, the project can be suspended until those issues have been
resolved.
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6. By tracking projects in these stages it can be easier to show progress to highlight
the areas of effort that need focus. It also prevents discouragement by creating a
clear road map that can be used to gauge success.

Kickoff Meeting

Discovery — Training
Discovery and Demo
Meeting Closed
Planning Approved

At any point during the onboarding
i process, either of these two phases will

be assigned based on progress of
Developing
Technical Meeting

Installing interface.

Testing ‘lb Data Quality Check

Suspended

Go Live Meeting

Live
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Chapter 18: Master Client Index (MCI) Web Service
Interface

MCI Web Interface Summary

In order to support an electronic interface between the immunization registry (such as
VacTrAK) and the Master Client Index (MCI), MultiView, a web service is available at
<context path>/soa/getPatientListingRequest/getPatientListing.wsdl. This web service
allows user accounts with the "PHC-Hub Run Web Service Export™" permission to query
the registry for all patient demographic updates that have occurred since the last time a
query was made from that account. Optionally, a date can be passed to the web service
causing the query to return all updates that have occurred since that date rather than since
the last time a query was made.

Making an MCI Patient Information Request
Patient information request parameters:

1. date (optional; YYYYMMDD format)
2. username (user account created in VakTrAK)
3. password

MCI Patient Information Returned
The patient information returned consists of the following information:

SIIS ID Number
Medicaid ID Number
SSN

first name

middle name

last name

suffix

birth date

gender

10. mother's maiden name
11. race

12. inactive code

13. physical address

14. secondary address

CoNoO~WNE
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In addition to the patient information, a reply code may be returned if there is a problem
processing the request. The codes include "Invalid username or password" and “internal
error."

MCI Restrictions on Patient Data Returned

Medicaid ID has a maximum length of 16 characters.
SSN has a maximum length of 11 and must be a valid SSN.
First, last,and middle names have a maximum length of 48 characters.
Suffix has a maximum length of 5 characters.
Birth date will be returned in YYYYMMDD format.
Gender must match one of the following codes:
o M
o F
o U
o O
Mother's maiden name has a maximum length of 48 characters.
8. Race must match one of the following values:
Multi-racial
Native Hawaiian or Other Pacific Islander
Other
Unknown
*American Indian
*Alaskan Native
Asian
Black or African American
White
Hispanic-Latino
*These two race codes are separated for AK, but combined for all other
states.
9. Inactive code must match one of the following values:
o ACTIVE
o REMOVED
o MERGE
10. Addresses consist of the following components:
o Address line 1
o Address line 2
o City name
o State
o Zip code
11. Address components have the following restrictions:
o Address Line 1 and Line 2 have a maximum length of 45 characters.
o City Name has a maximum length of 30 characters.

ocoakrwhE

~

0O 0O 0O O 0 o0 O o0 O O o
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o State is a two-character postal code.
o Zip code must be between 5 and 10 characters long and must consist of
only numbers.
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Appendix A: Sample Messages

Sample VXU Message

2.3.1

MSH|"~\&|EPIC|SIISCLIENT818~LINDAS TEST

ORGANIZATION| | | | [VXUV04~VXU V04 1[225[|P[2.5.1] || |AL]
PID|1||E46749"***MR"| | DOE"JOHN"C*JR"""L|SMITH|20140515|M|SMITH*JOHN|210
6-3"WHITE"HL70005]115 MAIN
STREET"*GOODTOWN"KY"*42010"USA~L"010| | "PRN*PH"*"*27076009800| | EN*ENGLISH"

HL70296]| || 1523968712 | |2186-5~NOT HISPANIC OR LATINO~HL70012|||]||||N]
PD1|||LINDAS TEST
ORGANIZATION~*SIISCLIENT818 | " AAAAAAAAAAMR] ||| ]| ]|02”Reminder/recall-any
method HL70215] ||| |A*Active”HL70441]20150202420150202

NK1|1|DOE"MARY |MTH"MOTHER"HL70063 |

PVLIIIRILLLLEEEEEEEETTT11vo2nz20150202 |

ORC|RE| | 9645"SIISCLIENTO001]]1]1120150202111146|2001"HARVEY"MARVIN"K |
RXA|0]1120150202]20150202|20~DTaP~CVX~*90700~DTAP~CPT|.5 |ML mL~ISO+]||00"
New immunization record”NIP001l|JONES"MARK|"""SIISCLIENT818]| || |A7894-
2120161115 |PMC*"SANOFI PASTEUR"MVX]| || |A
RXR|ID"INTRADERMAL"HL70162 | LD"LEFT DELTOID"HL70163

OBX|1|CE|64994-7"VACCINE FUNDING PROGRAM ELIGIBILITY CATEGORY"LN|1|

VO2"MEDICAIDMHL70064 || ||| |F]]120150202| | |VXC40"ELIGIBILITY CAPTURED AT
THE IMMUNIZATION LEVEL"CDCPHINVS

OBX|2|CE|30956-7"VACCINE TYPE"LN|2|88"FLUNCVX| ||| ||F]]1]120150202102525
OBX|3|TS|29768-9"Date vaccine information statement
published”LN|2|20120702| ||| | |F

OBX|4|TS|29769-7"Date vaccine information statement
presented”LN|2[20120202| ||| |F

RXA|0[1]20141215]20141115|141~influenza, SEASONAL
36°CVX*90658~Influenza Split”CPT|999|||01*HISTORICAL INFORMATION -
SOURCE UNSPECIFIED” NIPOOL||[[|]|Il]][A

MSH|"~\&|EPIC|SIISCLIENT818~LINDAS TEST
ORGANIZATION|"SIIS||20150202115044 ]| |VXU~V04~"VXU V04 |225|P[2.5.1| ] |AL|
PID|1| |E46700"""*"MR" | | DOE*JOHN"CNJR"""L|SMITH|20140515|M|SMITH"JOHN|210
6-3"WHITE"HL70005]|115 MAIN
STREET""GOODTOWN"KY"*42010"USA"L"010| | "PRN"PH"""27076009800 | | EN*ENGLISH"
HL702961 11523968712 ]12186-5"NOT HISPANIC OR LATINO"HL70012]| ||| I[|]IN]
PDII|IIIIIlll102"Reminder/recall-any
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method HL70215]| | | | |[A®Active”HL70441]120150202720150202
NK1|1l|DOE*MARY |[MTH"MOTHER"HL70063 |

ORCI|RE| | 96457SIISCLIENT818]||||]1120150202111146|2001"HARVEY"MARVIN"K |
RXA|10]1120150202120150202|20~DTaP*"CVX"~90700"DTAP~CPT| .5|ML"mL"ISO+||00"
New immunization record”NIP001l|JONES"MARK|"""SIISCLIENT818]| || |A7894-
2120161115 | PMC""SANOFI PASTEURMVX| || |A
RXR|ID"INTRADERMAL"HL70162 | LD"LEFT DELTOID"HL70163

OBX|1|CE|64994-7"VACCINE FUNDING PROGRAM ELIGIBILITY CATEGORY"LN|1|
VO2"MEDICAID"HL70064 ||| |||F]|]120150202]| | |VXC40"ELIGIBILITY CAPTURED AT
THE IMMUNIZATION LEVEL"CDCPHINVS

OBX|2|CE|30956-7"VACCINE TYPE"LN|2|88"FLUNCVX| ||| ||F]]]120150202102525
OBX|3|TS|29768-9"Date vaccine information statement
published”LN|2]20120702|| ||| |F

OBX|4|TS|29769-7"Date vaccine information statement
presented”LN|2[20120202| ||| |F

RXA|0]1120141215]120141115]141"influenza, SEASONAL
367°CVX"90658"Influenza Split”CPT|[999]|||01"HISTORICAL INFORMATION -
SOURCE UNSPECIFIED” NIPOOL[[[IIII1I1I1I]1A

Sample ACK Message

MSH|"~\& |~ |DOE~" | DCC"" |DOE~"120050829141336| |ACK"11125342816253.100000
055|P|2.3.1]

MSA|AE|00000001|Patient id was not found, must be of type

'MR' || | *"HL70357 |

ERR|PID"1"3"""HL70357|

Sample VX0 Message

MSH|"~\&|DBO*QSInsight”"L|QS4444]5.07Q0SInsight”L|20030828104856+0000] |V
XQ™V01|1QS444437861000000042|P|2.3.1| ] |NE|AL]
QRD|[20030828104856+0000|R|I|QueryID01||[|5/000000001"Bucket”Pail " " nnnn
AAMR | VXI|SIIS|
QRF|1QS4444120030828104856+0000120030828104856+0000|1100000001~19460401~
~~~~~~~~~ 1 Somewhere Lane Boulevard”Indianapolis”IN~10000 |

Sample OCK Message

MSH|"~\&|5.070SInsight"L|"~"|DBO"QSInsight”L|QS4444~7120051019154952| |QC
K”11129754992182.100000002|P|2.3.1|

MSA|AA|QS444437861000000042 |No patients found for this query|

QAK| |NF|

Sample VXX Message
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MSH|"~\&|5.070SInsight”"L| """ |DBO"QSInsight"L|QS4444~7120051019163235]||VX
X"V0211129757555111.100000025|P|2.3.1]

MSA|AA|QS444437861000000042] |
QRD[20030828104856|R|I|QueryIDO1]|]|[5/10"SNOW "MARYMNNANAAAAAAGR|IVXIMNVacci
ne Information”HL70048|SIIS|
QRF|1QS4444120030828104856120030828104856]1100000001~20021223
PID|1|]41565""""SR~2410629811:72318911| |SNOW "MARY""""""L| 20021223 |F|| |2
NORTH WAY RD*""MOORESVILLE~INDIANA"46158""M]| | (317)123-

4567""PH| |EN*"English”~HL70296 [ |||l II1I1II]IN]

PID|2| 128694""""SR~2663391364:111111111| | FROG*"KERMIT """""L| 20021223
NK1|1|PIGGY"MISS|GRD"Guardian™HL70063|

Sample VXR Message

MSH|"~\&|5.070SInsight”L|""|DBO"QSInsight"L|QS4444~"7120051019163315]||VX
R"V03]1129757595953.100000029|P|2.3.1]

MSA|AA|QS444437861000000042] |
QRD[20030828104856|R|I|QueryIDOLl|||5]/41565"SNOW "MARY NNAAAAAAAAGRIVXINVa
ccine Information”HL70048|SIIS]|
QRF|1QS4444120030828104856120030828104856]1100000001~20021223
PID|1|]141565""""SR~2410629811:72318911| | FROG"KERMIT"""""L||20021223|F| |
|3 SOUTH WAY RD”""MOORESVILLE"INDIANA"46158""M]| | (317)222-

1234~~PH| |EN*English~HL70296 || [ ||| 1]]]]IN]|

PD1| | [ A AAAASR|ANMAAAAAAAAAASR] ||| || |027Reminder/recall -any
method”HL70215] | || |A*Active”~HL70441 |

PV1| |R|

Sample ORU Message

MSH|"~\&|LinkLogic-2149|2149001"BMGPED|CHIRPS—

Out |BMGPED|20060915210000| |[ORUMR0O1 [1473973200100600|P|2.3 || |NE|NE
PID|11100000-00000001000000 | AAAAAAAA®AAAAAATA| 00000000 IM||U|00000 A AA
AA AAA~"AAAAAA"AA"00000 |[](000)000-0000111S]11000-00-0000
PV1|1|O|~"""BMGPED]| || |dszczepaniak

OBR|1|||5"Preload] | 120060915095920] | donaldduck] | ZZ

LTI

OBX|1|ST|CPT-90707.2"MMR #2]| |given]||||||R[]]20040506095950

OBX|2|ST|CPT-90737.4"HEMINFB#4 | |[given| ||| ||R]|[19931103100050
OBX|3|ST|CPT-90707.1"MMR #1] |given]||||||R]]]119931103095950

OBX|4|ST|CPT-90731.3"HEPBVAX#3| |given]| || || |R|]119930712100120
OBX|S5|ST|CPT-90731.2"HEPBVAX#2| |given| || || [IR]||]19930112100120
OBX|6|ST|CPT-90737.3"HEMINFB#3| |given| ||| ||R][[119930112100050
OBX|7|ST|CPT-90731.1"HEPBVAX#1| |given||||||R]|[19921027100120
OBX|8|ST|CPT-90737.2"HEMINEB#2 | |given| ||| ] |R]]119921027100050
OBX|9|ST|CPT-90737.1 HEMINFB#1| |given||||||R||119920826100050

Sample OBP Message

MSH|”~~\&| |GAO00O0| |[MAO000|199705221605| |QBP"Q11"QBP Q11]19970522GA40|T|2
.5.1| | INE|AL]| ||| |234~CDCPHINVS |

QPD|Z34"Request Immunization
HistoryACDCPHINVS|19970522GA05|25AAASTATE_IISAMR|FLOYDAFRANKARAAAALIMAL
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LARD"F[20030123|M|8444 N. 90th Street”Suite
100"Scottsdale”AZ*85258"USA"L| "PRN*PH"""480"7458554
RCP|I|20”RD|R

Sample RSP Message - Exact Match

MSH|"~\&| "~ |MAOOOO~"|[~"|GA0000""~|20111105122535| |RSP"K11"RSP K11]132052
1135996.100000002|T12.5.201 1111111 ]1232"CDCPHINVS"" |
MSA|AA|19970522GA40] |

QAK| | |Z234"Request Immunization History”HL70471]

QPD|Z34"Request Immunization
History”HL70471]119970522GA05| | FLOYD"FRANK""**~L|MALIFICENT|20030123|M|L
|

PID|1]| |25""*"SR~0001| | FLOYD"FRANK"""*"L| 20030123 |M|||612 S WRIGHT
CT*""KENNEWICK"WASHINGTON"99366"United States”M| | (509)421-
03557""PHA""509742103557 [ [ [ I LI LTI TITTITTIN

PD1| | | """ "ASR|21AMATTANSHAKY "KANANMAAANAASRA~T1679652135 |11 1] |102”"Reminder/
recall -any method”HL70215]| ||| |A%Active”HL70441|

NK1|1|FLOYD"MALIFICENT |GRD"Guardian”HL70063|

PV1||R|

ORCIRE| [25.34.20100723]

RXA101999120100723]120100723|83"Hep A, ped/adol, 2 dose”"CVX"90633"Hep A
2 dose - Ped/Adol”"CPT~34"Hep A 2 dose - Ped/Adol”STC0292|

999|||00"New immunization record”NIPOO1l]||IRMS-

10001 || |AHAVB379AA | | SKB"GlaxoSmithKline”HL70227| ]| ]A]20111105122536/|
RXR|IM*Intramuscular”HL70162 |LT"Left Thigh”HL70163]|
OBX|1|CE|VFC-STATUS"VFC Status”STC||VO2]||]||]||F]|
OBX|1|CE|30963-3"Vaccine purchased with”LN| |PBF"Public
funds”NIPOOS|| ||| |F]|

OBX|1|CE|VFC-STATUS"VFC Status”STC||||]|]||]|F]|

OBX|1|DT|29768-9"date vaccine information statement

published”LN| 20100120111 IF]

OBX|1|DT|29769-7"date vaccine information statement

presented”LN| 201007231111 I1F]

ORCI|RE| [25.34.20100728]

Sample RSP Message - Multiple Matches

MSH|"~\&| "~ |MAOOOO~"|[~"|GA0000""~|20111104153354| |[RSP"K11"RSP K11]132044
6034070.1000000021T|2.5.21 111111 1Z31"CDCPHINVS""|
MSA|AA|19970522GA40] |

QAK| | |1Z34"Request Immunization History”HL70471]

QPD|Z34"Request Immunization
History”HL70471]119970522GA05| | "JOHN""*"*"L |Que"MALIF"""""M|20030123 |M|L|
PID|1]| |25""""SR| | FLOYD"FRANK""*""L| 120030123

PDL| | ["ANAASRIANAANAAAAAAAAGR |

NK1|1|FLOYD"MALIFICENT |GRD"Guardian”HL70063|

PID|2]| |85""""SR| | HENRY"JOHN""**"1,| 120011010 |

PDL| | ["ANAASRIANAANAAAAAAAAGR

NK1|1|”"MARY|GRD"Guardian®HL70063]
PID|3||26""""SR| | KENNEDY"JOHN"FITZGERALD""""L| 119900607 |
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PDlI I I/\/\/\/\/\/\SRI /\/\/\/\/\/\/\/\/\/\/\/\SRI
NK1 |1 |KENNEDY*JACQUELINE"LEE | GRD*"Guardian”HL70063 |

Sample RSP Message - With Forecast information

MSH|"~\&| "~ |MAOOOO~"|[~"|GA0000""~|20111105122535| |[RSP"K11"RSP K11]132052
1135996.100000002|T12.5.201 1111111 ]1232"CDCPHINVS"" |
MSA|AA|19970522GA40] |

QAK| | |Z34"Request Immunization History”HL70471|

QPD|Z34"Request Immunization
History”HL70471|19970522GA05| | FLOYD*"FRANK " "*"""L|MALIFICENT|20030123|M|L
|

PID|1]| |25""*"SR~0001| | FLOYD"FRANK"""*"L| 20030123 |M|||612 S WRIGHT
CT""KENNEWICK"WASHINGTON"99366"United States”™M]| | (509)421-
0355""PHA""509742103557 [ [ [ I LI LTTITITTITTIN

PD1| | |"""""ASR|21"MATT SHAKY "KM AAMNAAAAGR~1679652135] || 111 ]02"Reminder/
recall -any method”HL70215]| ||| |A”Active”HL70441|

NK1|1|FLOYD"MALIFICENT |GRD"Guardian”HL70063|

PV1| |R]|

ORC|RE|125.34.20100723|

RXA|01]1999120120727112142120120727112142]1998"no vaccine

administered™CVXI|O|[ [ [ [IIIIIII1111120120727112144]
RXR|OTH"Other/Miscellaneous”HL70162 |
OBX|1|CE|30956-7"vaccine type”LN||0"DTP/aP"CVX| | ||| |F|
OBX|1|CE|59779-9"Immunization Schedule

used”LN| |VXC1L6"ACIP"CDCPHINVS| || || |F]|
OBX|1|NM|30973-2"Dose number in series”ILN| 4] ||| ]| |F]
OBX|1]|TS|30980-7"Date vaccination due”LN| 20121206 ||| |F]|
OBX|1|TS|30981-5"Earliest date to give”LN| 2012120611 IF]
OBX|1|TS|59777-3"Latest date next dose should be

given”LN| 20161101 ||| ]| |F]

OBX|1|TS|59778-1"Date dose is overdue”LN]| 20130106 ||| |F]
OBX|1|CE|59783-1"Status in immunization series”LN]| |U"Up to
Date”STCO002 || ||| |F|

ORCIRE| 9999
RXA[10]1999120120727112142120120727112142]1998"no vaccine
administered™CVX|O [l 11111111120120727112144|
RXR|OTH"Other/Miscellaneous”HL70162 |
OBX|1|CE|30956-7"vaccine type”LN| |0 Hib"CVX| ||| ]|I|F]
OBX|1|CE|59779-9"Immunization Schedule

used”LN| |VXC1L6"ACIP"CDCPHINVS| || || |F]|
OBX|1|NM|30973-2"Dose number in series”ILN||1]||]|]||F]
OBX|1]|TS|30980-7"Date vaccination due”LN]| 20100102 ||| |F]
OBX|1]TS|30981-5"Earliest date to give”LN| 20091214 ||| | |F]|
OBX|1|TS|59777-3"Latest date next dose should be

given”LN| 20141101 ||| |F|

OBX|1|TS|59778-1"Date dose is overdue”LN]| 20100202 ||| |F]|
OBX|1|CE|59783-1"Status in immunization series”LN| |P"Past
Due”~STC0002| | ||| |F]|

ORC|RE| 19999
RXA|0]19991201207271121421201207271121421998”no vaccine
administered”™CVX|O| |11 111111111 1120120727112144|
RXR|OTH"Other/Miscellaneous”HL70162 |
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OBX|1|CE|30956-7"vaccine type”LN| |0 "MCV4A~CVX|||]|]I|F]

OBX|1|CE|59779-9"Immunization Schedule

used”LN| |VXC16"ACIP"CDCPHINVS| || || |F]|

OBX|1|NM|30973-2"Dose number in series”LN| |1 ||| ]| |F]|

OBX|1|TS|30980-7"Date vaccination due”LN]| 20201102 |

OBX|1|TS|30981-5"Earliest date to give”LN| [20201102]

OBX|1|TS|59777-3"Latest date next dose should be

given”LN| 20641101 ||| |F|

OBX|1|TS|59778-1"Date dose is overdue”LN| 20211102 ||| ] |F|

OBX|1|CE|59783-1"Status in immunization series”LN]| |U"Up to

Date”~STCO002| ||| | |F|

ORCIRE| 9999

RXA|01]1999120120727112142120120727112142]1998"no vaccine

administered™CVX|O| 111111111 1120120727112144|

RXR|OTH"Other/Miscellaneous”HL70162 |

OBX|1|CE|30956-7"vaccine type”LN| |0"Pneumococcal”CVX|| ||| |F]

OBX|1|CE|59779-9"Immunization Schedule

used”LN| |VXC1L6"ACIP"CDCPHINVS| || || |F]|

OBX|1|NM|30973-2"Dose number in series”LN]||1|]||]|||F
|
4

FTTIE
BERN

|
F|

OBX|1|TS|30980-7"Date vaccination due”LN]| 20100102
OBX|1|TS|30981-5"Earliest date to give”LN|[2009121
OBX|1|TS|59777-3"Latest date next dose should be
given”LN| 20151001 ||| ]| [|F]

OBX|1|TS|59778-1"Date dose is overdue”LN]| 20100202 ||| |F]
OBX|1|CE|59783-1"Status in immunization series”LN]| |P"Past
Due”~STCO002| | ||| |F]|

|
LTTTTE
LEETTTE

Sample VXU Message - With Contraindications

MSH|~~\&| [MAOOOO| |GA0000[19970901| |VXU~V04|19970522MA53|T[2.3.1|| |NE|AL
|

PID| | |1234~"~"~SR"~1234-

12~~AALRAM~38T27A M MR~221345671~~**SS*~430078856"~**MA" | | KENNEDY~JOHN"FI
TZGERALD"JR**"~L| BOUVIER"""***M|19900607 |M|KENNEDY"BABYBOY""****B|2106-
3 WHITE~HL70005|123 MAIN ST*APT 3B LEXINGTON"MA~00210"~M"MSA
CODE~MA034~345 ELM ST~~BOSTON*MA~00314~~BDL~""*~~~BRA*MA002 || (617)555-
1212~PRN*PH~""61725551212~"| |[EN*ENGLISH” HL70296~*~||| ||| |N*NOT
HISPANIC OR LATINO”HL7018972186-5~NOT HISPANIC OR
LATINO~CDCREL |CHILDREN'S HOSPITAL |

PD1| | |[CHILDREN'S CLINIC ~L~1234~~~~FI*LEXINGTON
HOSPITAL&5678&XX | 12345 WELBY "MARCUS~~*DR*MD*~~L **DN| | | || ]|
RECALL - NO CALLS”HL70215]Y]19900607|]|A|119900607]119900607|
NK1|1|KENNEDY~JACQUELINE~LEE | MTH*MOTHER"HL70063 ||| 111111

03"REMINDER/

| 11111898666725~"~55]|

NK1 |2 | KENNEDY~JOHN~FITZGERALD | FTH FATHER HL70063 | [ [ [ [ 1111111111111 1I1]
| 111111822546618~"~"S5|
PVLIIRIIIIIIIIILITITIA]]1V02719900607~H027°19900607 |

RXA|0]1119900607119900607 |08 "HEPB-PEDIATRIC/ADOLESCENT"CVX"90744"HEPB~-
PEDATRIC/ADOLESCENT~CPT|.5|ML""ISO+| |03"HISTORICAL INFORMATION - FROM
PARENT'S WRITTEN RECORD"NIP0001l|"~JONES"LISA|"~""CHILDREN'S

HOSPITAL| |5|MCG""ISO+|MRK12345(199206 | MSD"MERCK"MVX |
RXA|0]4]119910907]119910907|50"DTAP-HIB"CVX*90721"DTAP-
HIB*CPT|.5|ML""ISO+| |00"NEW IMMUNIZATION
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RECORD”NIP0001 1234567890 "SMITH"SALLY NS AAAMAAAANYETI~123456789170"'BRIANN
ROBERT"AN"DR"MD""""""QEI | ""~CHILD HEALTHCARE CLINIC""~""101 MAIN
STREET""BOSTON"MA| | | |W46932777]1199208 | PMC*"PASTEUR MERIEUX
CONNAUGHT"MVX | | |[CP|A|19910907120030|

RXR| IM"INTRAMUSCULARMHL70162 | LANLEFT ARM"HL70163]|
RXA|0]5119950520119950520|20"DTAP"CVX | .5|ML""ISO+|||11234567891~0'BRIAN"
ROBERT"A"DR| “"~"CHILD HEALTHCARE CLINIC"""~""101 MAIN
STREET""BOSTON"MA| | | |W22532806]19950705| PMC*"PASTEUR MERIEUX
CONNAUGHT"MVX |

RXR| IM"INTRAMUSCULARMHL70162 | LANLEFT ARM"HL70163]|
OBX|1|CE|30963-3"Vaccine purchased with”LN| |PBF*Public

funds”~NIP0OS8|| ||| |F]

OBX|2|CE|VFC-STATUSAVEC Status~STC| V02| ||| ]||F]|

OBX|3|TS|29768-9"DATE VACCINE INFORMATION STATEMENT
PUBLISHED~LN|1]19950520| ||| ||F] 1120100920

OBX|4|TS|29769-7"DATE VACCINE INFORMATION STATEMENT PRESENTED
ALN|1]119950520| | ||| IF|1]20100920
RXA|0]0]20090531132511120090531132511|3"MMR"CVX|0]|||~Sticker~Nurse| """
DCS DCI | []1I]

OBX|1|CE|30945-0"Vaccination
contraindication/precaution”LN|1|26"allergy to

thimerasol (anaphylactic)~STC| ||| | |F||]120090415
RXA|1011]120090531132511[20090531132511|3"MMR"CVX|999] || |~Sticker”Nurse|”
~ADCS_DCIITITI]8
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Appendix B: Workaround for GE Centricity®

Older versions of the GE Centricity® EHR system (known as Logician) do not support
the VXU message as required by the CDC to connect to registries; however, it does
support the ORU message which is normally used to report lab test results. This format is
unusual, but can be used to transfer the data.

Logician has a module called LinkLogic which includes LabLink. While LabLink's main
use is for receiving test result data from labs it can be used to export data. VVaccination
data is stored in Logician using OBSTERM codes, which can be grouped together into
Flowsheets. An export interface is associated with a Flowsheet and all associated
OBSTERM codes can then be exported.

Logician has a novel way of storing immunizations and this makes the interface quite a
bit different from other HL7 interfaces. Here is a small subset of OBS TERM codes for
one vaccine, DTaP:

Selected OBS TERM Codes

DTaP CPT Date By Lot MV X

1st 90700 DTAP #1 DTAP #1BY DTAP #1LOT DTAP #1MFR
2nd 90700 DTAP #2 DTAP #2BY DTAP #2LOT DTAP #2MFR
3rd 90700 DTAP #3 DTAP #3BY DTAP #3LOT DTAP #3MFR
4th 90700 DTAP #4 DTAP #4BY DTAP #4LOT DTAP #4MFR
5th 90700 DTAP #5 DTAP #5BY DTAP #5LOT DTAP #5MFR

While most immunization applications use one code to represent a DTaP series, Logician
uses nearly fifty (50). Each code represents a different aspect of a particular dose in a
series.

To integrate with IWeb, these codes have to be translated into CPT codes. An XML
document fragment must be pasted into the HL7 Server Settings page. To make creating
and editing this XML easier, a spreadsheet named, "IWeb-Logician Code Map" has been
created. This spreadsheet holds all the Logician codes and can automatically generate the
XML

IWeb-Logician Code Map Spreadsheet

The code map spreadsheet should only be edited by someone who understands how MS
Excel works and is able to create and edit formulas. If you are unfamiliar with MS Excel,
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you may wish to have someone review this spreadsheet with you to explain how to edit it
properly.

The "CODES" tab in the spreadsheet holds the IWeb-Logician Code Table Mapping and
has these columns:

e OBS TERM - The OBS TERM as assigned by Logician.

e TYPE - The type of data this code holds. Valid choices include:

o DATE - Vaccination date. This field is required in order to add a
vaccination in IWeb.

MV X - Manufacturer code.

BYID - Vaccinator ID.

BYNAME - Vaccinator name

LOT - Manufacturer lot number.

MV X - Manufacture MV X code.

ROUTE - Route of administration.

SITE - Site of administration (on body).

HIST - Vaccination was not administered here.

VACCVFC - Vaccination VFC status.

ATID - Facility where vaccination given.

EXP - Expiration date, not used.

VACCTYPE - Vaccination was publicly or privately supplied.

ACTION - Vaccination was added, updated, or deleted.

e CPT - This is the code that will be imported into IWeb. If no CPT code is
specified, then this code will not be put in the XML.

e DOSE - The dose number this code belongs to. Although this is not imported into
IWeb, it is important to know which dose number a code refers to so it can be
distinguished when multiple doses are sent together. This must be filled in.

e OBS ID - Another internal representation of the OBS CODE. Both codes are sent
in HL7 messages and IWeb only reads the OBS ID. The OBS CODE is the one
seen by Logician users.

o DESCRIPTION - Short description of the code.

o ADDITIONAL DESCRIPTION - Longer description of the same code.

O 0O 0O O 00 O o0 0O O O O O

When working with a new interface, make sure that all the codes that they plan to send
you are represented in the worksheet.

When you are ready to extract the XML, switch to the "XML" sheet and copy the
contents in Column A and paste them into the observation settings box on the HL7 Server
Settings page.

Important: The XML is automatically generated using Excel formulas. If rows are

added or removed from the "CODES" spreadsheet it will affect the formulas on the
"XML" spreadsheet. All the formulas, except the top and the bottom are the same. Make
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sure there is a formula for each row that you are putting into the XML. If you are having
difficulty with the formulas, consult with someone familiar with MS Excel. Remember,
the MS Excel spreadsheet has been created for your convenience; it is not required for
creating the XML. There may be other ways of managing the codes that work better for
you.

Exporting Logician Data

The Logician administrator configures the interface and specifies a Flowsheet that lists all
the codes that are to be exported. This Flowsheet will contain the immunization codes
they use and will correspond to the XML you have created.

Logician data is exported using the LabLink interface in LinkLogic. Data can be sent via
TCP/IP (MLLP) or saved to a file. The HL7 Bridge can be configured to either accept the
data by TCP/IP or file; either way works fine.
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Appendix C: Frequently Asked Questions

1.
2.
3.
4.
5.
6.

When a VXX (RSP) message is sent what are the data elements that are included?

Are the data elements always the same?

Are only public values sent or are private values included as well?

Is there a limit to the number of matches sent back in a VXX (RSP)?

What are the minimum required fields for an immunization record sent in a VXU?

If a VXU was sent that didn’t have the required minimum fields, would the

message be dropped or would an ACK with an error message be sent back?

7. When a VXR or a VXU is returned, are all data elements that are available for
each immunization sent, or just some? If some, what are they?

8. Are all validations in the same topic are mutually exclusive?

9. Why is there an issue resolution for Date of Death and how does it work?

10. Does the Vaccination VFC Status Is Missing issue resolution only apply to
minors?

11. What is the difference between the Next of Kin issue resolutions and the Guardian

issue resolutions?

1. When a VXX (RSP) message is sent what are the data elements that are
included?

VXX(RSP) returns one or more patient records that are possible matches to the
query. For each patient the following items are always sent if available: Guardian
Name, Patient Birth Date, Patient Name, SIIS registry ID, MRN assigned by
querying provider. If the query was a close match (according to the advanced
searched) then the additional fields may be sent: Patient Address, Patient Birth
Country, Patient Birth File Number, Patient Birth State, Email, Ethnicity, Sex,
Primary Language, Medicaid Number, Mother Maiden Name, Phone, Race(s),
Birth Order, Alias Name, SSN, Guardian SSN, and Guardian 2 Name. All fields
are subject to registry Public/Private rules of visibility.

2. Are the data elements always the same?
If the patient is found with the "Advanced Search,"” then many different fields of
data may be returned. If a patient is found with the additional searches, then only
the minimum is returned.

3. Areonly public values sent or are private values included as well?

Both public and private values are sent back, but the private fields will only have
the data that was reported by the querying provider. If an SSN is returned, it will
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be the same SSN that was reported by this provider previously. See SIIS rules for
public/private fields. These rules apply to the HL7 query interface as well.

4. s there a limit to the number of matches you send back in a VXX (RSP)?

The VXQ (QBP) message can indicate a limit and the HL7 account used to query
is setup with a limit. The maximum number of matches sent back is the lower of
these two limits. Any matches returned over this limit are not returned in the
query and no message is given to indicate that this has occurred.

5. What are the minimum required fields for an immunization record sent in a
VXU?

What HL7 defines as a minimum set and what STC defines as a minimum set are
different. STC defines more required fields than the HL7 specification does.
Vaccination date and vaccination code (CPT or CVX) are required fields to
submit a vaccination to IWeb or PHC-Hub.

6. If a VXU was sent that didn't have the required minimum fields, would the
message be dropped or would an ACK with an error message be sent back?

Normally IWeb or PHC-Hub will return a Negative ACK (N'ACK). This can be
changed by either setting the connection preferences in IWeb as "never
acknowledge" or by indicating in your HL7 message header to "never
acknowledge™. Under default set up, and with a normal HL7 message you should
expect to always receive N'ACKs.

7. When a VXR or a VXU is returned, are all data elements that are available
for each immunization sent, or just some? If some, what are they?

Both the VXR (RSP Exact Match) and VXU return the same set of data. The only
vaccination data that you may expect to see and will not get is Dose Number and
Administered Amount.

8. Are all validations in the same topic area mutually exclusive?
Yes, all validations are mutually exclusive.

9. Why is there an issue resolution for Date of Death and how does it work?
The reason the issue resolution is there in and of itself is for reporting reasons. If a

provider is sending in too few or too many death dates, then it may be indicative
of a data quality issue. This only takes into account date of death, not any other
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fields.

10. Does the Vaccination VFC Status is missing issue resolution only apply to
minors?

No, currently is applies to all vaccinations regardless of patient's age.

11. What is the difference between the Next of Kin issue resolutions and the
Guardian issue resolutions?

The Next of Kin issue resolutions will validate ANY NK1 segment. The Guardian
issue resolution only validates for those NK1s determined to be guardians (MTH,
FTH, PAR, or GRD) or if the "Assume guardian for blank relationship™ is
enabled.

The Next of Kin issue resolutions will always trigger, but the Guardian issue
resolution will only conditionally trigger. For Guardian NK1 segments, both sets
of validations would trigger (Next of Kin first).
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